[pakpaHe Poccum n YKpauHbl:

[logpkntoyanTech K
NMHTEePHeTYy aHOHUMHO.

[ToHATb, Kak 0601TN 6NOKaay CanToB N COUManbHbIX
ceTein, BBEEHHYO POCCUNCKUM NPaBUTENIbCTBOM
BO BpeMs BOWHbI.

YutaTtb Ha aHMUNCKOM A3biKe - CTpaHuua 11
Read in English - Page 11

4

‘)

_——

\
)




AHOHWMHbIN
NOOKJTIOYEHNE

VPN-coeanHeHue ycTaHaBnmBaeT
6e3onacHoe coeguHeHne Mexay Bamu U
NHTepHeTOM.

[1pn ncnonbzosaHmnn VPN Becb Tpadpuk
0AHHbIX HaNpaBNAeTCA yepes
3alWNPPOBAHHbIN BUPTYasbHbIV TYHHESb.
JTO Mmackupyert IP-agpec, KoTopbin Bbl
ncnonb3yete npu pabote B IHTepHeTe, genasn
BaLle MeCTOMOJSIOXKeHe HeBUONUMbIM ANA
BCeX.

https://protonvpn.com/

ProtonVPN -3T10 VPN-cepBUc, npegoctasniaemMbli LWWBeNLAPCKON
KomnaHwuen Proton Technologies AG, ctoAawen 3a NOYTOBbIM
cepBucom ProtonMail.

https://www.expressvpn.com/

Ob6ecneunBaeT KOHGUAEHLMNANBHOCTb BALLUX AAHHbIX B
Windows, a Tak»Ke nmeeT CTPOryto noanTuky ‘no-log u
aBTOMaTMYeCKUW NepeknioYvaTtesnb 44 3alnTbl OT CTyYanHOW
yTeUKU JaHHbIX.

https://mullvad.net/

He TpebyeT perncrpaymn

OH reHepupyeT HOMepP YY4ETHON 3anNncK Ja UCrosib30BaHUA B
KauecTBe J4ocTyna.

OcHOoBHaA KoHpUrypauyms

BKntounTte B HaCTpoOMKax > pacliMpeHHble > BKITIoUnNTe KHOMKY '‘Bcerpga

n
o

TpeboBaTb VPN (aBTOMaTnueckoe nogksoueHme)



HopBeruna - Bce cobcTBeHHbIE cepBepbI
"lonbla - CTopoHHKe cepBepbl

P -C
PEROMEHLYEMDBIE i erermme copseps
C ETI/' n H Anpgepnangbl (The Netherlands) - cobcTBeHHbIe M CTOPOHHME
cepBepbl
I_I OIDI I.O LI E H I/I E CI/IFI)-II'aFI')Iyp - CTopOHHMe cepBepbl
OuHnanana - Bce cobcTBeHHbIE CepBepbl
benbrua - CropoHHume cepsepbl

[epmaHuna - CoOGCTBEHHbIE CepBepbI N CePBEPbl CTOPOHHMX
nponssogutenemn




QE,LI,EHTPAJ'II/BOBAHH OBMEH OAVTAMW U
N CEPBUCDI. ObJIAYHbIE JAHHDIE
XPAHEHWE

https://upload.disroot.org/

Mailfence - 3To cobcTBeHHana cny»xba oomeHa https://GﬂOﬂfi/eS.COm/

3alWNPPOBaAHHBIMM COOOLLIEHNAMU,

OCHOBaHHas Ha ctaHgapTe OpenPGP, https://github.com/xwiki-labs/cryptpad
KOTOopas npeanaraeT Kak 3anyckK, Tak 1 https://cryptpad.fr/
LiNGPOBYIO NOANNCD. https://pad.riseup.net/

https://mailfence.com/



BE3OMACHbI
BEb BPOY3UHI

ClearURL

JTO paclmnpeHre aBToOMaTNYECKN
yaansaeT 3/IEMEHTbl OTC/IEXXNUBAHUA
URL-agpecoB, 4ToObl MOMOYb
3aWNTUTb Bally
KOHGUAEHUMANBHOCTb NpU paboTte
B /IHTepHeTe.

uBlockOrigin

becnnaTHoe, KpoccnnatPpopmeHHoe
pacwmpeHne 6pay3sepa C OTKPbITbIM
NCXOOQHbIM KOAOM AN 6NTOKNPOBKM
KOHTEHTa, BKNtoYaa 611IOKNPOBKY
PEKTaMblI.

Privacy Badger

Privacy Badger aBTomatnyecku
yunTca 6n1oKnpoBaTb HEBUANMbIE
TpeKkepbl. BMecTo TOro UtobbI BECTU
CMNCKK BNTOKMpPYEMbIX OOBEKTOB,
Privacy Badger aBTomatnyecku
OOHapy>KNBaeT TpeKepbl,
OCHOBbIBAACb Ha UX NOBeOEHUN.

Decentraleyes

6ecnnaTtHoe pacwmpeHmne bpaysepa
C OTKPbITbIM UCXOAHbIM KOJOM,
ncnonb3yemoe ansa sMmynAaunm
NNOKAaNIbHOW CeTW pacrnpoCTpaHeHUs
KOHTEHTA.

HTTPS Everywhere

HTTPS Everywhere - 310
NOMNoNIHeHMe, pa3paboTaHHOeE
Electronic Frontier Foundation ans
6pay3sepos Google Chrome, Mozilla
Firefox n Opera, Kotopoe
aBTOMATUYECKN BKIOYAET MPOTOKOJ
HTTPS, penaa 6pay3ep 6onee
6e30nacHbIM.



I_I PO E KT bpaysep Tor ncnonb3yet ceTb Tor AnA 3aWKThl Balle KOHPMAEHLMANBHOCTN U
0 N I 0 N aHOHMMHOCTU. Vicnonb3oBaHue ceTn Tor umeeT IBa OCHOBHbIX CBOMNCTBA:

Baw nHTepHeT-npoBangep v nobomn, KTo HabngaeT 3a OnepaTtopbl BeE6-CaNTOB 1 YCAYT, KOTOPbIE Bbl UCMONb3YeTe, U

BalLVIM COeIMHEHWEM JIOKANIbHO, HE CMOTYT OTCNIeAnTb Ballly BCE, KTO CNleAunT 3a HUMK, OyyT BUAETb COeINHEHME,
VHTEPHET-aKTUBHOCTb, BK/OYas Ha3BaHNSA 1 agpeca ncxopsiiee u3 cet Tor, BMECTO Balliero peasibHoro
nocelaembix BaMu Be6-CaliToB. nHTepHeT-agpeca (IP), u He OyayT 3HATb, KTO Bbl TAKOW, NMOKa

Bbl ABHO HEe Ha3oBeTe cebH.

1na Windows [1na macOS 1na GNU/Linux

1- MNepengunTe Ha cTpaHuUy 3arpy3kn Tor Browser. 1- MepengunTte Ha cTpaHuLUy 3arpy3kn Tor Browser. 1- MNepengunTe Ha cTpaHuUy 3arpy3kn Tor Browser.
2- Ckavante ¢panmn Windows .exe. 2- CkavanTte ¢panmn macOS .dmag. 2-Ckavante ¢pann GNU/Linux .tar.xz.

3- (PekomeHpgyeTca) [MpoBepbTe noanuch dpanna. 3- (PekomeHpyeTca) MpoBepbTe noanuch dpanna. 3- (PekomeHpyeTca) MMpoBepbTe noanuch dpanna.
4- Korga 3arpy3ka OygeT 3aBeplueHa, ABakabl 4- Korga 3arpy3Kka OygeT 3aBeplueHa, Bakabl 4- Tenepb cnegynte metoay KOMaHOHOM CTPOKW:
WenKHUTe pann .exe. 3aBepLunTe npouecc paboThbl wenkHuTe ¢pamn .dmg. 3aBepwimnTte npoLecc

MacTepa yCTaHOBKN. paboTbl MacTepa yCTaHOBKM 4.1- Nocne 3aBeplleHNa 3arpy3Kku pacnakyiTe apxms
kKomaHgow tar -xf [ TB apxuB ].
4.2- HaxopgAacb B gupektopun Tor Browser, Bbl MOXeTe
3anycTnTb Tor Browser, BbIMOMHNB KOMaHAY:
./start-tor-browser.desktop

[TpmeyaHmne: Ecnm a1a KOMaH4a He BbIMNOJIHAETCA,
BEPOATHO, BaM HY>KHO cAenatb ¢ann ncnosiHAembim. V13
3TOW ANpPEeKTOpUK BbinonHUTe: chmod +X
start-tor-browser.desktop



I_I PO E KT bonbWMHCTBO NogKMO4YaeMbIX TPAHCMOPTOB, TakuX Kak 0bfs4, nonaratotca Ha

Mcnosb3oBaHue "MOCTOBbIX" pene. Kak 1 obbluHble pene Tor, MOCTbl ynpaBiAaTCA
0 N I 0 N 0O6pOBONbLAMN; OQHAKO, B OTNIMUME OT OObIUHbIX pefie, NX CANCOK He NYyOnnKyeTcs,
TO R NO3TOMY NPOTUBHUK HE CMOXET JIErKo UX NAEHTUPNLUNPOBATD.

_> M O C T Mcnonb3oBaHMe MOCTOB B COYETAHUW C NOAKOUYAEMbIMU Opyrvne nogknioyaemble TPaHCNOPTbI, Hanpumep Meek,
TPaHCMopTaMu NOMOraeT CKPbITb ¢paKT Ucrnonb3oBaHus Tor, NCNONb3YIOT Pa3fINyHble MeToAbl 60PbObI C LLEH3Y PO,
HO MOXET 3aMeINTb COeINHEHNE NO CPAaBHEHMIO C KOTOpble He 3aBUCAT OT MOCTOB. [11A NCNOMIb30BaHUA 3TUX
NCNOJIb30BaHMEM OObIUHbIX PeTPAHCNATOPOB Tor. TPAHCMNOPTOB BaM He HYy>KHO NoJy4aTb agpeca MOCTOB.

[NOJIYHYEHWE AOPECOB MOCTOB

[10CKONbKY agpeca MOCTOB He = [locetute cant https://bridges.torproject.org/ n cnegymnte MHCTPYKUUAM,
ABNAIOTCA 0OLWenOCTYNHbIMUY, BaM
npuaeTca 3anpalinBaTtb KX

CaMOCTOATENbHO. ¥ Bac eCcTb
HeCKONbKO BapUaHTOB: = Vcnonb3osaTb Moat ana nonyvyeHna MoCToB 13 bpay3sepa Tor.

= nnOTNpaBUTb NUCbMO Ha bridges@torproject.org c agpeca 3N1eKTPOHHOM NOYTbI

Gmail nnn Riseup nnu



Connect to Tor X E@B Settings

Not Connected O .

- G @ T1or Browser about:preferencesttor

Use a bridge

Select a built-in bridge

I I I O E K I @Requesta bridge from torproject.org Request a New Bridge...
0 N I 0 N [9] Privacy & Security
@ for Provide a bridge
Enter bridge information from a trusted source.
-> M O C I

Advanced

5] Extensions & Themes Configure how Tor Browser connects to the internet.

VICMONb3OBAHVE MOCTA IR

| use a proxy to connect to the Internet

Ecnu Bbl 3anyckaeTe Tor Browser BnepBble, Haxkmute "HacTponkm cetn Tor", ytobbl OTKPbITb OKHO HacTpoek Tor. B
pasgene "MocTbl" ycTtaHoBUTe dnakok "Micnonb3oBaTtb MOCT', 3aTeM BbibepuTe "3anpocntb MOCT C torproject.org” n
Ha>KmuTe "3anpocnTb MOCT...", uTobbl BridgeDB npegoctaBmn MOCT. 3anonHUTe Kanuy u HaxmuTte "OTnpasunTb'.

HaxxmuTe "TlogkntiounTtbca”, YTobbl COXPaHUTb HACTPONKM.

inn, ecnny Bac 3anyuweH Tor Browser, HaxxmuTe Ha "Preferences" (nnm "Options” B Windows) B meHto rambyprepa
(X), a 3aTem Ha "Tor" B 6okoBow naHenu. B pasaene "MocTbl" ycTaHoBUTE $pnaXkok "cnonb3oBaTtb MOCT", a B onuun
"3anpocnTtb MOCT Yy torproject.org” HaxkmuTe "3anpocnTb HOBbIN MOCT...", UTo6bI BridgeDB npegoctasun mocr.
BeBegute Kanuy n Haxxkmnte "OTnpaBuTb". Balwim HAaCTPOWKM ByayT aBTOMATUYECKU COXPAHEHDI, KaK TOIbKO Bbl

3aKpoeTe BKagKy.



Connect to Tor X @3 Settings

<« C (@ @ TorBrowser about:preferences#tor Not Connected ¢ O %

Use a bridge

Select a built-in bridge

ONION .
TOR
-> MOCT

BBO.D' MOCTA . Advanced

Extensions & Themes Configure how Tor Browser connects to the internet.

i \ﬂ' P E Cl \ ® Tor Browser Support | use a proxy to connect to the Internet

@ Tor @Pr‘ovide a bridge

Enter bridge information from a trusted source.

nn, ecnn 'y Bac 3anyuieH Tor Browser, HaxkmunTe Ha "Preferences" (nnmn "Options" B Windows) B meHio rambyprepa
(X), a 3aTem Ha "Tor" B 6okoBow naHenu. B pasagene "MocTbl" ycTaHoBUTE dnaXkok "cnonb3oBaTtb MOCT", a B onuun

"MpepocTaBUTb N3BECTHbIN MHE MOCT' BBeAUTE agpec KaXaoro MoCTa B OTAeNIbHOW CTpoOKe. Balum HacTpoukm éyayT
aBTOMaTUYECKN COXPAHEHbI MOC/Ee 3aKPbITUA BKIAAKW.

Ecnn coeanHeHune He paboTaeT, BO3MOXHO, MOJlyYeHHble BaMU MOCTbI He paboTatoT. [oXkanyncra, BOCNOb3ynTech
OOHWM 13 OMNMCAHHbIX Bblle CNOCOOOB Moly4YeHUsa AOMNONHUTE/IbHbIX aPeCOB MOCTOB 1 MOBTOPUTE MOMbITKY.

[epeBepeHo c nomoubio www.DeeplL.com/Translator (6ecnnatHas Bepcus)



CO I/I An b H bl M C ETH M https://www.facebookwkhpilnemxj7asaniu/vnjjbiltxjghyedmhbshg7kxbtfyd.onion/
B Hy P I/I 0 N I 0 N / TO R http://torch4st4l5712u2vrbwgwvwyueucvnrao4xajqrZklmemicrv/ccaad.onion/
°



Russian and Ukrainian Citizens:

Connect to the internet
anonymously.

Understand how to circumvent the blockade to
websites and social networks imposed by the
Russian government during war.
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ANONYMOUS
CONNECTION

A VPN connection establishes a secure
connection between you and the Internet.
When using a VPN, all data traffic is routed
through an encrypted virtual tunnel.

This disquises the IP address you use when
you are on the Internet, making your
location invisible to everyone.

https://protonvpn.com/

ProtonVPN is a VPN service operated by the Swiss company
Proton Technologies AG, the company behind the ProtonMail
email service.

https://www.expressvpn.com/

Keeps your data private on Windows, plus it has a strict no-log
policy and an automatic kill switch to protect you against
accidental data leaks.

https://mullvad.net/

No reqgistration required

[t generates an account number to use as access

Primary configuration

Enable in settings > advanced > enable "Always require VPN
(automatic connection)' button



Norway - All own servers
- Poland - Third Party Servers

RECOMMENDED - Romania - 3rd Party Servers

Sweden - All own servers

N ETWORKS FOR :The Netherlands (The Netherlands)- 0wn servers & Third Party
CONNECTION Servers

Singapore - 3rd Party servers
- Finland - All own servers
- Belgium - 3rd Party servers
- Germany - Own servers & 3rd party servers



DECENTRALIZED FILE SHARING AND
SERVICES. CLOUD DATA
STORAGE

| | | https://upload.disroot.org/
Mailfence is a proprietary encrypted

. . https://anonfiles.com/
encrypted messaging service based on the . .
OpenPGP standard that offers both startup https://github.com/xwiki-labs/cryptpad

and digital signature. https://cryptpad.fr/
https://mailfence.com/ https://pad.riseup.net/



SAFE WEB
BROWSING

ClearURL

This extension will automatically
remove URL tracking elementsto
help protect your privacy when
surfing the Internet.

uBlockOrigin

uBlockOrigin is a free,
open-source, cross-platform
browser extension for content
filtering, including ad blocking.

Privacy Badger

Privacy Badger automatically
earns to block invisible trackers.
nstead of keeping lists of what to
olock, Privacy Badger
automatically discovers trackers
based on their behavior

Decentraleyes

Decentraleyes is a free, open
source browser extension used for
local content distribution network
emulation.

HTTPS Everywhere

HTTPS Everywhere is an add-on
developed by the Electronic
Frontier Foundation for Google
Chrome, Mozilla Firefox and Opera
browsers, that automatically
enables the HTTPS protocol,
making the browser more more
secure.



TO R Tor Browser uses the Tor network to protect your privacy and anonymity. Using the

ONION Tor network has two main properties:

Your internet service provider, and anyone watching your The operators of the websites and services that you use,
connection locally, will not be able to track your internet and anyone watching them, will see a connection coming
activity, including the names and addresses of the websites ~ from the Tor network instead of your real Internet (IP)

you visit. address, and will not know who you are unless you explicitly

identify yourself.

For Windows For macOS For GNU/Linux

1- Navigate to the Tor Browser download page. 1- Navigate to the Tor Browser download page. 1- Navigate to the Tor Browser download page.

2- Download the Windows .exe file. 2- Download the macOS .dmg file. 2-Download the GNU/Linux .tar.xz file.
3-(Recommended) Verify the file's signature. 3-(Recommended) Verify the file's signature. 3-(Recommended) Verify the file's signature.

4- When the download is complete, double click 4- When the download is complete, double click 4- Now follow either the command-line method:
the .exe file. Complete the installation wizard the .dmg file. Complete the installation wizard

process. process. 4.1- When the download is complete, extract the

archive with the command tar -xf [ TB archive].

4.2- From inside the Tor Browser directory, you can
launch Tor Browser by running:

./start-tor-browser.desktop
Note: If this command fails to run, you probably need

to make the file executable. From within this directory
run: chmod +x start-tor-browser.desktop



TO R Most Pluggable Transports, such as obfs4, rely on the use of "bridge” relays. Like

ordinary Tor relays, bridges are run by volunteers; unlike ordinary relays, however,
0 N I 0 N they are not listed publicly, so an adversary cannot identify them easily.

P R 0 J E C I Using bridges in combination with pluggable transports Other pluggable transports, like meek, use different

helps to conceal the fact that you are using Tor, but may anti-censorship techniques that do not rely on bridges. You

slow down the connection compared to using ordinary Tor do not need to obtain bridge addresses in order to use
-> relays. these transports.

GETTING BRIDGE ADDRESSES

Because bridge addresses are not Visit https://bridges.torproject.org/ and follow the instructions, or
public, you will need to request

them yourself. You have a few
options:

Email bridges@torproject.org from a Gmail, or Riseup email address or

Use Moat to fetch bridges from within Tor Browser.



Connect to Tor X E@B Settings

Not Connected O .

- G @ T1or Browser about:preferencesttor

Use a bridge

Select a built-in bridge

@ Request a bridge from torproject.org Request a New Bridge...

0 N I 0 N EI Privacy & Security
@ for Provide a bridge
Enter bridge information from a trusted source.

Advanced

5] Extensions & Themes Configure how Tor Browser connects to the internet.

USING MOAT ® 1o s

If you're starting Tor Browser for the first time, click "Tor Network Settings" to open the Tor settings window.

Under the "Bridges” section, select the checkbox "Use a bridge”, then choose "Request a bridge from
torproject.org” and click "Request a Bridge..." for BridgeDB to provide a bridge. Complete the Captcha and click

"Submit”. Click "Connect" to save your settings.

| use a proxy to connect to the Internet

Or, if you have Tor Browser running, click on "Preferences"(or "Options" on Windows) in the hamburger menu (X)
and then on"Tor" in the sidebar. In the "Bridges"” section, select the checkbox "Use a bridge”, and from the option
"Request a bridge from torproject.org”, click "Request a New Bridge..." for BridgeDB to provide a bridge.
Complete the Captcha and click "Submit”. Your setting will automatically be saved once you close the tab.



Connect to Tor X @3 Settings

<« C (@ @ TorBrowser about:preferences#tor Not Connected ¢ O %

Use a bridge

Select a built-in bridge

0 N I 0 N EI Privacy & Security
@ Tor ©.Pr‘ovide a bridge
Enter bridge information from a trusted source.
-> BRIDGE

ENTERING BRIDGE
5] Extensions & Themes Configure how Tor Browser connects to the internet.
A D D R E S S E S (® Tor Browser Support | use a proxy to connect to the Internet

If you're starting Tor Browser for the first time, click "Tor Network Settings" to open the Tor settings window.
Under the "Bridges” section, select the checkbox "Use a bridge", choose "Provide a bridge | know" and enter each
bridge address on a separate line. Click "Connect” to save your settings.

Request a bridge from torproject.org

Or, if you have Tor Browser running, click on "Preferences"(or "Options" on Windows) in the hamburger menu (X)
and then on "Tor" in the sidebar. In the "Bridges” section, select the checkbox "Use a bridge”, and from the option

"Provide a bridge | know", enter each bridge address on a separate line. Your settings will automatically be saved
once you close the tab.

If the connection fails, the bridges you received may be down. Please use one of the above methods to obtain



N ETWO R KS I N S I D E https://www.facebookwkhpilnemxj/7asaniu7vnjjbiltxjghye3dmhbshg7kx5tfyd.onion/
0 N I 0 N / TO R http://torch4st4l5712u2vrbwgwvwyueucvnrao4xajqrZklmemicrv/ccaad.onion/
°



