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Abstract. The USA PATRIOT Act passed in the wake of the September 11 terrorist attacks. It flows from a
consultation draft circulated by the Department of Justice, to which Congress made substantial modifications
and additions. The stated purpose of the Act is to enable law enforcement officials to track down and punish
those responsible for the attacks and to protect against any similar attacks. This report provides a legal analysis
of the Act.
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The USA PATRIOT Act: A Legal Analysis

Summary

The USA PATRIOT Act passed in the wake of the September 11 terrorist
attacks. It flows from a consultation draft circulated by the Department of Justice,
to which Congress made substantial modificationsand additions. The stated purpose
of the Act is to enable law enforcement officials to track down and punish those
responsible for the attacks and to protect against any similar attacks.

The Act grantsfederal officiasgreater powers to trace and intercept terrorists
communications both for law enforcement and foreign intelligence purposes. It
reenforces federal anti-money laundering laws and regulations in an effort to deny
terroriststheresources necessary for future attacks. It tightensour immigration laws
to close our borders to foreign terrorists and to expel those among us. Finally, it
creates a few new federal crimes, such as the one outlawing terrorists' attacks on
masstrangit; increases the penatiesfor many others; and institutes several procedural
changes, such as alonger statute of limitations for crimes of terrorism.

Critics have suggested that it may go too far. The authority to monitor e-mail
traffic, to share grand jury information with intelligence and immigration officers, to
confiscate property, and to impose new book-keeping requirements on financial
institutions, are among the features troubling to some.

The Act itself responds to some of these reservations. Many of the wiretapping
and foreign intelligence amendments sunset on December 31, 2005. The Act creates
judicia safeguards for e-mail monitoring and grand jury disclosures; recognizes
innocent owner defenses to forfeiture; and entrusts enhanced anti-money laundering
powersto those regulatory authorities whose concernsinclude the well being of our
financia institutions.

Thisreport, stripped of its citations and footnotes, isavailable in an abbreviated
form as The USA PATRIOT Act: A Sketch, CRS REP.NO. RS21203. In addition,
much of the information contained here may aso be found under a different
arrangement in areport entitled, Terrorism: Section by Section Analysis of the USA
PATRIOT Act, CRSReEP.NO. RL31200 (Dec. 10, 2001). A wider array of terrorism-
related analysis appears on the CRS terrorism electronic briefing book page.
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The USA PATRIOT Act: A Legal Analysis

Introduction

Congresspassed the USA PATRIOT Act (the Act) inresponseto theterrorists
attacks of September 11, 2001.> The Act givesfederal officials greater authority to
track andintercept communications, both for law enforcement and foreignintelligence
gathering purposes. It veststhe Secretary of the Treasury with regulatory powersto
combat corruption of U.S. financia ingtitutions for foreign money laundering
purposes. It seeksto further close our bordersto foreign terrorists and to detain and
remove those within our borders. It creates new crimes, new penalties, and new
procedural efficienciesfor use against domestic and international terrorists. Although
it is not without safeguards, critics contend some of its provisions go too far.
Although it grants many of the enhancements sought by the Department of Justice,
others are concerned that it does not go far enough.

The Act originated as H.R.2975 (the PATRIOT Act) in the House and S.1510
in the Senate (the USA Act).? S.1510 passed the Senate on October 11, 2001, 147
Cong.Rec. S10604 (daily ed.). The House Judiciary Committee reported out an
amended version of H.R. 2975 on the same day, H.R.Rep.No. 107-236. The House
passed H.R. 2975 the following day after substituting the text of H.R. 3108, 147
Cong.Rec. H6775-776 (dally ed. Oct. 12, 2001). The House-passed version
incorporated most of the money laundering provisionsfound in an earlier House hill,
H.R. 3004, many of which had counterpartsin S.1510 as approved by the Senate.’
The House subsequently passed a clean bill, H.R. 3162 ( under suspension of the
rules), which resolved the differences between H.R. 2975 and S.1510, 147 Cong.Rec.
H7224 (daily ed. Oct. 24, 2001). The Senate agreed, 147 Cong.Rec. S10969 (daily

1 P.L. 107-56, 115 Stat. 272 (2001); itsfull titleis the “ Uniting and Strengthening America
by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism (USA
PATRIOT ACT).”

2 H.R. 2975 wasintroduced by Representative Sensenbrenner for himself and Representatives
Conyers, Hyde, Coble, Goodlatte, Jenkins, Jackson-Lee, Cannon, Meehan, Graham, Bachus,
Wexler, Hostettler, Keller, Issa, Hart, Flake, Schiff, Thomas, Goss, Rangel, Berman and
Lofgren; S.1510 by Senator Daschle for himsalf and Senators L ott, Leahy, Hatch, Graham,
Shelby and Sarbanes.

® H.R. 3004 wasintroduced by Representative Oxley for himself and RepresenativesL aFalce,
Leach, Maloney, Roukema, Bentsen, Hooley, Bereuter, Baker, Bachus, King, Kelly, Gillmore,
Cantor, Riley, Latourette, Green (of Wisconsin), and Grucci; and reported out of the House
Financial Services Committeewith amendmentson October 15, 2001, H.R.Rep.No. 107-250.
H.R. 3004, as reported out, included Internet gambling amendments that were not included
in H.R. 2975/H.R.3108.
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ed. Oct. 24, 2001), and H.R. 3162 was sent to the President who signed it on October
26, 2001.

Criminal Investigations: Tracking and Gathering
Communications

A portion of the Act addresses issues suggested originally in a Department of
Justice proposal circulated in mid-September.* Thefirst of its suggestions called for
amendmentsto federal surveillance laws, lawswhich govern the capture and tracking
of suspected terrorists communications within the United States. Federa law
features a three tiered system, erected for the dual purpose of protecting the
confidentiality of privatetel ephone, face-to-face, and computer communicationswhile
enabling authorities to identify and intercept criminal communications.®

The tiers reflected the Supreme Court’s interpretation of the Fourth
Amendment’ s ban on unreasonabl e searches and seizures.® The Amendment protects
private conversations, Berger v. New York, 388 U.S. 41 (1967); Katz v. United States,
389 U.S. 347 (1967). It does not cloak information, even highly personal
information, for which thereis no individua justifiable expectation of privacy, such
as telephone company records of calsmadeto and from an individua's home, Smith
v. Maryland, 442 U.S. 735 (1979), or bank records of an individua's financia
dealings, United States v. Miller, 425 U.S. 435 (1976).

Congress responded to Berger and Katz, with Title 11 of the Omnibus Crime
Control and Safe Streets Act of 1968, 18 U.S.C. 2510-2522 (Title l1l). Titlelll, as
amended, generdly prohibits electronic eavesdropping on telephone conversations,
face-to-face conversations, or computer and other forms of electronic
communications, 18 U.S.C. 2511.7 At the sametime, it gives authorities a narrowly
defined process for electronic surveillance to be used as a last resort in serious

* The Department’ s proposal, dated September 20, 2001, came with abrief section by section
analysis. Both the proposa (Draft) and analysis (DoJ) were printed as an appendix in
Administration's Draft Anti-Terrorism Act of 2001, Hearing Before the House Comm. on
the Judiciary, 107th Cong., 1st Sess. 54 (2001).

® For a general discussion of federal law in the area prior to enactment of the Act, see,
Stevens & Doyle, Privacy: An Overview of Federal Statutes Governing Wiretappping and
Electronic Eavesdropping, CRS REP.NO. 98-327A (Aug. 8, 2001); Fishman & McKenna,
WIRETAPPING AND EAVESDROPPING (2d ed. 1995 & 2001 Supp.).

¢ “Theright of the people to be secure in their persons, houses, papers, and effects, against
unreasonabl e searches and seizures, shall not be violated, and no Warrants shall issue, but
upon probable cause, supported by Oath or affirmation, and particularly describing the place
to be searched, and the persons or things to be seized,” U.S. Const. Amend. 1V.

" Although there are technical differences, the interception processes are popularly known as
wiretapping, electronic eavesdropping, or electronic surveillance. The terms are used
interchangeable herefor purposes of convenience, but strictly speaking, wiretappingislimited
to the mechanical or eectronic interception of telephone conversations, while electronic
eavesdropping or dectronic surveillance refers to mechanical or electronic interception of
communications generally.



http://wikileaks.org/wiki/CRS-RL31377

CRS-3

crimina cases. When approved by senior Justice Department officials?® law
enforcement officers may seek a court order authorizing them to secretly capture
conversations concerning any of a statutory list of offenses (predicate offenses), 18
U.S.C. 2516.°

8 “The Attorney General, Deputy Attorney General, Associate Attorney General, or any
Assistant Attorney General, any acting Assistant Attorney General, or any Deputy Assistant
Attorney General or acting Deputy Assistant Attorney General in the Criminal Division
specially designated by the Attorney General, may authorize an applicationto a Federal judge
of competent jurisdiction for, and such judge may grant in conformity with section 2518 of
thischapter an order authorizing or approving theinterception of wireor oral communications
by the Federal Bureau of Investigation, or a Federal agency having responsibility for the
investigation of the offense as to which the application is made, when such interception may
provide or has provided evidence of” one or more predicate offense, 18 U.S.C. 2516.

® The predicate offense list includes (a) felony violations of 42 U.S.C. 2274 through 2277
(enforcement of the Atomic Energy Act of 1954), 42 U.S.C. 2284 (sabotage of nuclear
facilities or fudl), or of 18 U.S.C. ch. 37 (espionage), ch. 90 (protection of trade secrets), ch.
105 (sabotage), ch. 115 (treason), ch. 102 (riots), ch. 65 (malicious mischief), ch. 111
(destruction of vessals), or ch. 81 ( piracy); (b) a violation of 29 U.S.C. 186 or 501(c)
(restrictions on payments and loans to labor organizations), or any offense which involves
murder, kidnapping, robbery, or extortion, and whichispunishableunder title 18 of the United
States Code; (c) any offense which is punishable under 18 U.S.C. 201 (bribery of public
officials and witnesses), 215 (bribery of bank officials), 224 (bribery in sporting contests),
844 (d), (e), (), (9), (h), or (i) (unlawful use of explosives), 1032 (conceal ment of assets),
1084 (transmission of wagering information), 751 (escape), 1014 (loans and credit
applicationsgenerally; renewal sand discounts), 1503, 1512, and 1513 (influencing or injuring
an officer, juror, or witness generally), 1510 (obstruction of criminal investigations), 1511
(obstruction of State or local law enforcement), 1751 (presidential and presidentia staff
assassination, kidnaping, or assault), 1951 (interference with commerce by threats or
violence), 1952 (interstate and foreign travel or transportation in aid of racketeering
enterprises), 1958 (use of interstate commercefacilitiesin the commission of murder for hire),
1959 (violent crimesin aid of racketeering activity), 1954 (offer, acceptance, or solicitation
to influence operations of employee benefit plan), 1955 (prohibition of business enterprises
of gambling), 1956 (laundering of monetary instruments), 1957 (engaging in monetary
transactions in property derived from specified unlawful activity), 659 (theft from interstate
shipment), 664 (embezzlement from pension and welfare funds), 1030 (computer abuse
felonies), 1343 (fraud by wire, radio, or television), 1344 ( bank fraud), 2251 and 2252
(sexual exploitation of children), 2312, 2313, 2314, and 2315 (interstate transportation of
stolen property), 2321 (trafficking in certain motor vehicles or motor vehicle parts), 1203
(hostage taking), 1029 (fraud and related activity in connection with access devices), 3146
(penalty for failureto appear), 3521(b)(3) (witnessrel ocation and assistance), 32 (destruction
of aircraft or aircraft facilities), 38 (aircraft parts fraud), 1963 (violations with respect to
racketeer influenced and corrupt organizations), 115 (threatening or retaliating against a
Federal official), 1341 (mail fraud), 351 (violations with respect to congressional, Cabinet,
or Supreme Court assassinations, kidnaping, or assault), 831 (prohibited transactions
involving nuclear material's), 33 (destruction of motor vehiclesor motor vehiclefacilities), 175
(biologica weapons), 1992 (wrecking trains), afelony violation of 1028 (production of false
identification documentation), 1425 (procurement of citizenship or nationalization
unlawfully), 1426 (reproduction of naturalization or citizenship papers), 1427 (sale of
naturalization or citizenship papers), 1541 (passport issuance without authority), 1542 (false
statementsin passport applications), 1543 (forgery or false use of passports), 1544 (misuse
of passports), or 1546 (fraud and misuse of visas, permits, and other documents); (d) any
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Title 111 court orders come replete with instructions describing the permissible
duration and scope of the surveillance as well as the conversations which may be
seized and the efforts to be taken to minimize the seizure of innocent conversations,
18 U.S.C. 2518. The court notifiesthe partiesto any conversations seized under the
order after the order expires, 18 U.S.C. 2518(8).

Below Titlell1, the next tier of privacy protection covers some of those matters
which the Supreme Court has described as beyond the reach of the Fourth
Amendment protection—telephonerecords, e-mail heldinthird party storage, and the
like, 18 U.S.C. 2701-2709 (Chapter 121). Here, the law permits law enforcement
access, ordinarily pursuant to awarrant or court order or under a subpoenain some
cases, but in connection with any crimina investigation and without the extraordinary
levels of approval or constraint that mark a Title 111 interception, 18 U.S.C. 2703.

L east demanding and perhaps least intrusive of dl isthe procedure that governs
court orders approving the government’s use of trap and trace devices and pen
registers, a kind of secret “caler id”, which identify the source and destination of
cals made to and from a particular telephone, 18 U.S.C. 3121-3127 (Chapter 206).
The orders are available based on the government's certification, rather than afinding
of the court, that the use of the deviceislikey to produce information relevant to the
investigation of acrime, any crime, 18 U.S.C. 3123. Thedevicesrecord no morethan
theidentity of the participantsin atelephone conversation,™ but neither the orders nor
the results they produce need ever be revealed to the participants.

The Act modifies the procedures at each of the three levels. It:

offenseinvolving counterfeiting punishableunder 18 U.S.C. 471, 472, or 473; (e) any offense
involving fraud connected with a case under title 11 or the manufacture, importation,
receiving, conceal ment, buying, selling, or otherwise dealing in narcotic drugs, marihuana, or
other dangerous drugs, punishable under any law of the United States; (f) any offense
including extortionate credit transactions under 18 U.S.C. 892, 893, or 894; (g) aviolation
of 31 U.S.C. 5322 (dedling with the reporting of currency transactions); (h) any felony
violationof 18 U.S.C. 2511 and 2512 (interception and disclosure of certain communications
and to certain intercepting devices); (i) any felony violation of 18 U.S.C. ch. 71 (obscenity);
() 49 U.S.C. 60123(b) (destruction of anatural gas pipeline), 46502 (aircraft piracy); (k) 22
U.S.C. 2778 (Arms Export Control Act); (I) thelocation of any fugitive from justice from an
offense described in this section; (m) aviolation of 8 U.S.C. 1324, 1327, or 1328; (n) any
felony violation of 18 U.S.C. 922, 924 (firearms); (0) any violation of 26 U.S.C. 5861
(firearms); (p) a felony violation of 18 U.S.C. 1028 (production of false identification
documents), 1542 (fal se statementsin passport applications), 1546 (fraud and misuseof visas,
permits, and other documents) or aviolation of 8 U.S.C. 1324, 1327, or 1328 (smuggling of
aliens); (p) 229 (chemical weapons), 2332 (terrorist violence against Americans overseas),
2332a (weapons of mass destruction), 2332b (multinational terrorism), 2332d (financial
transactions with countries supporting terrorism), 2339A (support of terrorist), 2332B
(support of terrorist organizations); (r) any conspiracy to commit any of these, 18 U.S.C.
2516(1)(crimes added by the Act initalics). Other than telephone face to face conversations
(i.e., eectronic communications), the approval of senior Justice Department officialsis not
required and an order may be sought in any felony investigation, 18 U.S.C. 2516(3).

10 Or more precisely, they reveal no more than the identity of the numbers assigned to the
telephone lines activated for a particular communication.
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* permits pen register and trap and trace orders for eectronic communications
(e.g., email)

* authorizes nationwide execution of court orders for pen registers, trap and
trace devices, and access to stored e-mail or communication records

* treats stored voice mail like stored e-mail (rather than like telephone
conversations)

* permitsauthoritiesto intercept communicationsto and from atrespasser within
acomputer system (with the permission of the system’s owner)

* adds terrorist and computer crimesto Title 11’ s predicate offense list

* reenforces protection for those who help execute Titlel11, ch. 121, and ch. 206
orders

* encourages cooperation between law enforcement and foreign intelligence
investigators

» establishes a clam against the U.S. for certain communications privacy
violations by government personnel

* terminates the authority found in many of the these provisions and severa of
the foreign intelligence amendments with a sunset provision (Dec. 31, 2005).

Pen Registers and Trap and Trace Devices. In section 216, the Act
allows court orders authorizing trap and trace devices and pen registersto beused to
capture source and addressee information for computer conversations (e.g., e-mail)
as well as telephone conversations, 18 U.S.C. 3121, 3123. In answer to objections
that email header information can be more reveaing than a telephone number, it
creates a detailed report to the court, 18 U.S.C. 3123(a)(3)."*

1 “Where the law enforcement agency implementing an ex parte order under this subsection
seeksto do so by installing and using its own pen register or trap and trace device on a packet-
switched data network of a provider of eectronic communication service to the public the
agency shall ensure that a record will be maintained which will identify — (i) any officer or
officerswho installed the device and any officer or officers who accessed the device to obtain
information fromthe network; (ii) the date and timethe devicewasinstalled, the dateand time
the device was uninstalled, and the date, time, and duration of each timethedeviceis accessed
to obtain information; (iii) the configuration of thedeviceat thetimeof itsinstallation and any
subsequent modification thereof; and (iv) any information which has been collected by the
device. To the extent that the pen register or trap and trace device can be set automatically
to record this information electronically, the record shall be maintained electronically
throughout the installation and use of the such device.

“(B) The record maintained under subparagraph (A) shall be provided ex parte and
under sedl to the court which entered the ex parte order authorizing the installation and use
of the devicewithin 30 daysafter termination of theorder (including any extensionsthereaf),”
section 216(b)(1).
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The use of pen registers or trap and trace deviceswas limited at onetimeto the
judicial district in which the order was issued, 18 U.S.C. 3123 (2000 ed.). Under
section 216, acourt with jurisdiction over the crime under investigation may issue an
order to be executed anywhere in the United States, 18 U.S.C. 3123(b)(1)(C),
3127(2).%*

Communications Records and Stored E-Mail. With respect to chapter
126, relating among other things to the content of stored e-mall and to
communications records held by third parties, the law permits criminal investigators
to retrieve the content of electronic communications in storage, like e-mail, with a
search warrant, and if the communication has been in remote storage for more than
180 dayswithout notifying the subscriber, 18 U.S.C. 2703(a),(b). A warrant will also
suffice to seize records describing tel ephone and other communications transactions
without customer notice, 18 U.S.C. 2703(c). In the absence of the probable cause
necessary for awarrant but with a showing of reasonable groundsto believethat the
information sought is relevant to a criminal investigation, officers are entitled to a
court order mandating access to electronic communications in remote storage for
more than 180 days or to communicationsrecords, 18 U.S.C. 2703(b),(c). They can
obtain a limited amount of record information (subscribers names and addresses,
telephone numbers, billing records and the like) using an administrative, grand jury,
or tria court subpoena, 18 U.S.C. 2703(c)(1)(C). Thereisno subscriber notification
inrecord cases. Elsewhere, the court may delay customer notification in the face of
exigent circumstances or if noticeislikely to seriously jeopardize the investigation or
unduly delay the trial, 18 U.S.C. 2705.

In order to streamline the investigation process, the Act, in section 210, adds
credit card and bank account numbers to the information law enforcement officials
may subpoenafromacommunicationsserviceprovider’ scustomer records, 18U.S.C.
2703(c)(1)(C).2

Another streamlining amendment, section 220, eliminates the jurisdictional
restrictions on access to the content of stored e-mail pursuant to a court order.

12 The Justice Department urged the change in the name of expediency, “At present, the
government must apply for new pen trap ordersin every jurisdiction where an investigation
isbeing pursued. Hence, law enforcement officers tracking a suspected terrorist in multiple
jurisdictions must waste val uable time and resources by obtaining a duplicative order in each
jurisdiction,” DoJ at 8101. Here and throughout citationsto the United States Code (U.S.C.)
without reference to an edition refer to the current Code; references to the 2000 edition of the
Code refer to the law prior to amendment by the Act.

3 Prior to the amendment, “investigators [could] not use a subpoena to obtain such records
as credit card number or other form of payment. In many cases, users register with Internet
service providers using fal se names, making the form of payment critical to determining the
user's true identity. . . . thisinformation [could] only be obtained by the dower and more
cumbersome process of a court order. In fast-moving investigation[s] such as terrorist
bombings—inwhich Internet communicationsare acritical method of i dentifying conspirators
and in determining the source of the attacks—the delay necessitated by the use of court orders
can often be important. Obtaining billing and other information can identify not only the
perpetrator but aso give valuable information about the financial accounts of those
responsible and their conspirators,” DoJ at 8107.
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Previoudy, only afederal court in the district in which the e-mail was stored could
issue the order. Under section 220, federal courts in the district where an offense
under investigation occurred may issue orders applicable “without geographic
limitation,” 18 U.S.C. 2703.

The Act, in section 209, treats voice mail like e-mail, that is, subject to the
warrant or court order procedure, rather than to the more demanding coverage of
Title 111 once required, United States v. Smith, 155 F.3d 1050, 1055-56 (9th Cir.
1998).

Findly, the Act resolves a conflict between chapter 121 and the federal law
governing cable companies. Government entities may have access to cable company
customer records only under acourt order following an adversary hearing if they can
show that the records will evidence that the customer is or has engaged in crimina
activity, 47 U.S.C. 511(h). When cable companiesbegan offering telephoneand other
communi cations services the question arose whether the more demanding cablerules
applied or whether law enforcement agencies were entitled to ex parte court orders
under the no-notice procedures applicable to communications providers.”® The Act
makes it clear that the cable rules apply when cable television viewing services are

14 Speaking of the law before amendment, DoJ explained, “Current law requires the
government to use a search warrant to compel a provider to disclose unopened e-mail. 18
U.S.C. 82703(a). Because Federal Ruleof Criminal Procedure41 requiresthat the property’

to beabtained * bewithinthedistrict’ of theissuing court, however, the rule may not allow the
issuance of §2703(a) warrantsfor e-mail located in other districts. Thus, for example, where
an investigator in Boston is seeking el ectronic e-mail in the Y ahoo! account of a suspected
terrorist, he may need to coordinate with agents, prosecutors, and judges in the Northern
Didtrict of California, none of whom have any other involvement in the investigation. This
electronic communications information can be critical in establishing relationships, motives,
means, and plans of terrorists. Moreover, it isequaly relevant to cyber-incidentsin which a
terrorist motive has not (but may well be) identified. Finally, even cases that require the
quickest response (kidnappings, threats, or other dangersto public safety or the economy) may
rest on evidence gathered under §2703(a). To further public safety, this section accordingly
authorizes courts with jurisdiction over investigations to compel evidence directly, without
requiring the intervention of their counterparts in other districts where mgjor Internet service
providers are located,” DoJ at §108.

> See e.g., DoJ at §109 (“Law enforcement must have the capability to trace, intercept, and
obtain records of the communications of terrorists and other criminalswith great speed, even
if they choose to use a cable provider for their telephone and Internet service. This section
amends the Cable Communications Policy Act (‘Cable Act’) to clarify that when a cable
company acts as a telephone company or an Internet service provider, it must comply withthe
same laws governing the interception and disclosure of wire and electronic communications
that apply to any other telephone company or Internet service provider. The Cable Act,
passed in 1984 to regul ate various aspects of the cabletelevision industry, could not take into
account the changes in technology that have occurred over the last seventeen years. Cable
televison companies now often provide Internet access and telephone service in addition to
television programming. Because of perceived conflicts between the Cable Act and lawsthat
govern law enforcement's access to communications and records of communications carried
by cable companies, cable providers have refused to comply with lawful court orders, thereby
slowing or ending critical investigations”).
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involved and that the communications rules of chapter 121 apply when a cable
company or anyone el se provides communications services, section 211.

Electronic Surveillance. To Titlel1l's predicate offense list, the Act adds
cybercrime (18 U.S.C. 1030) and several terrorists crimes, sections 201, 202.2° A
second cybercrime initiative, section 217, permits law enforcement officias to
intercept the communicationsof an intruder within aprotected computer system (i.e.,
a system used by the federa government, a financia institution, or one used in
interstate or foreign commerce or communication), without the necessity of awarrant
or court order, 18 U.S.C. 2511(2)(i). Yet only the interloper's intruding
communications, thoseto or from the invaded system, are exposed under the section.
The Justice Department originally sought the change because the law then did not
clearly allow victims of computer trespassing to request law enforcement assistance
in monitoring unauthorized attacks as they occur.*

Criminal Investigators’ Access to Foreign Intelligence Information.
TheAct clearly contempl ates closer working relations between crimina investigators
and foreign intelligence investigators, particular in cases of international terrorism.*
It amendsthe Foreign Intelligence Surveillance Act (FISA) tothat end. Asoriginally
enacted, the application for asurvelllance order under FISA required certification of
the fact that “the purpose for the surveillance is to obtain foreign intelligence
information,” 50 U.S.C. 1804(a)(7)(B)(2000 ed.) (emphasis added), although it
anticipated that any evidence divulged as a result might be turned over to law
enforcement officials. Defendants often questioned whether authorities had used a
FISA surveillance order against them in order to avoid the predicate crime threshold
for a Title Il order. Out of these challenges arose the notion that perhaps “the
purpose” might not aways mean the sole purpose. The caselaw indicated that, while
an expectation that evidence of acrime might be discovered did not preclude aFISA
order, at such time as a criminal prosecution became the focus of the investigation

1618 U.S.C. 229 (chemica weapons), 2332(terrorist acts of violence committed against
Americans overseas), 2332a(use of weapons of mass destruction), 2332b(acts of terrorism
transcending national boundaries), 2332d(financial transactionswith countrieswhich support
terrorists), 2339A (providing material support to terrorists), and 2339B(providing material
support to terrorist organizations).

17 “Because service providers often lack the expertise, equipment, or financial resources
required to monitor attacksthemselvesas permitted under current law, they often have noway
to exercise their rights to protect themsalves from unauthorized attackers. Moreover, such
attackers can target critical infrastructures and engage in cyberterrorism,” DoJ at §106.
Elsewhere the Act defines “éelectronic surveillance” for purposes of the Foreign Intelligence
Surveillance Act (FISA) to emphasize that the law enforcement authority for this intruder
surveillance does not confer similar authority for purposes of foreign intelligence gathering,
section 1003 (50 U.S.C. 1801(f)(2)).

18 For ageneral discussion of federal intelligence and law enforcement cooperation, see, Bet,
Intelligence and Law Enforcement: Countering Transnational Threats to the U.S., CRS
Rep.No. RL30252 (Dec. 3, 2001).
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officials were required to either end surveillance or secure an order under Title11.*

The Justice Department sought FISA surveillance and physical search authority
on the basis of “@” foreign intelligence purpose.®® Section 218 of the Act insists that
foreign intelligence gathering be a “ significant purpose” for the request for the FISA
surveillanceor physica searchorder, 50U.S.C. 1804(a)(7)(B), 1823(a)(7)(B), amore

19 Before FISA, several lower federal courtsrecognized aforeignintelligence exceptiontothe
Fourth Amendment'swarrant clause. It isherethat the* primary purpose” notion originated.
In United States v. Truong Dinh Hung, 629 F.2d 908, 915 (4th Cir. 1980), decided after
FISA on the basis of pre-existing law, the court declared, “as the district court ruled, the
executive should be excused from securing awarrant only when the surveillanceis conducted
‘primarily’ for foreignintelligencereasons. Wethink that the district court adopted the proper
test, because once surveillance becomes primarily a crimina investigation, the courts are
entirely competent to makethe usual probable cause determination, and because, importantly,
individua privacy interests come to the fore and government foreign policy concerns recede
when the government is primarily attempting to form the basis for a criminal prosecution.”
Subsequent case law, however, is not as clear as it might be: see e.g., United States v.
Duggan, 743 F.2d 59, 77 (2d Cir. 1984)(“FISA permits federal officials to obtain orders
authorizing electronic surveillance ‘for the purpose of obtaining foreign intelligence
information.” The requirement that foreign intelligence information be the primary objective
of the surveillance is plain not only from the language of Sec. 1802(b) but aso from the
requirements in Sec. 1804 as to what the application must contain. The application must
contain a certification by a designated official of the executive branch that the purpose of the
surveillanceisto acquire foreign intelligence information, and the certification must set forth
the basis for the certifying officials s belief that the information sought is the type of foreign
intelligence information described”); United States v. Pelton, 835 F.2d 1067, 1075-76 (4th
Cir. 1987)(*We also reject Pelton's claim that the 1985 FISA surveillance was conducted
primarily for the purpose of his criminal prosecution, and not primarily for the purpose of
obtaining foreign intelligence information. . . . We agree with the district court that the
primary purpose of the surveillance, both initially and throughout was to gather foreign
intelligence information. It is clear that otherwise valid FISA surveillance is not tainted
simply because the government can anticipate that the fruits of the surveillance may later be
used . .. asevidencein acrimina tria™); United States v. Sarkissian, 841 F.2d 959, 907-8
(9th Cir. 1988) (" Defendants rely on the primary purpose test articulated in United States v.
Truong Dinh Hung. . . . One other court has applied the primary purposetest. Another court
hasrgectedit . . . distinguishing Truong. A third court has declined to decide the issue. We
also decline to decide the issug”’); United States v. Johnson, 952 F.2d 565, 572 (1st Cir.
1991)(“ Appdllants attack the government's surveillance on the ground that it was undertaken
not for foreign intelligence purposes, but to gather evidencefor acriminal prosecution. FISA
applications must contain, among other things, acertificationthat the purpose of therequested
surveillance is the gathering of foreign intelligence information. . . . Although the evidence
obtained under FI SA subsequently may be used in criminal prosecutions, the investigation of
criminal activity cannot be the primary purpose of the surveillance’).

20« Current law requiresthat FI SA beused only whereforeignintelligence gathering isthe sole
or primary purpose of the investigation. This section will clarify that the certification of a
FISA request is supportable where foreign intelligence gathering is ‘a purpose of the
investigation. This change would eliminate the current need continually to evaluate the
relativeweight of criminal and intelligence purposes, and would facilitate information sharing
between law enforcement and foreign intelligence authorities which iscritical to the success
of anti-terrorism efforts,” DoJ at 8153.
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demanding standard than the “a purpose” threshold proposed by the Justice
Department, but a clear departure from the original “the purpose” entry point. FISA
once described a singular foreign intelligence focus prerequisite for any FISA
surveillance application. Section 504 of the Act further encourages coordination
between intelligence and law enforcement officials, and states that such coordination
is no impediment to a “significant purpose” certification, 50 U.S.C. 1806(k),
1825(k).*

Protective Measures. The Act reenforces two kinds of safeguards, one set
designed to prevent abuse and the other to protect those who assist the government.
The sunset clause is perhaps the best known of the Act’s safeguards. Under the
direction of section 224, many of the law enforcement and foreign intelligence
authorities granted by the Act expire as of December 31, 2005.%2 The Act dso fills
some of the gaps in earlier sanctions available for official, abusive invasions of
privacy. Prior law made it afedera crimeto violate Title I11 (wiretapping), chapter

2L “(K)(1) Federa officerswho conduct electronic surveillanceto acquire foreign intelligence
information under thistitle may consult with Federal law enforcement officersto coordinate
effortsto investigate or protect against — (A) actual or potential attack or other grave hostile
acts of aforeign power or an agent of aforeign power; (B) sabotage or international terrorism
by a foreign power or an agent of a foreign power; or (C) clandestine intelligence activities
by an intelligence service or network of a foreign power or by an agent of a foreign power.
(2) Coordination authorized under paragraph (1) shall not preclude the certification required
by section 104(a)(7)(B) or the entry of an order under section 105.” FISA defines“foreign
power” and “agent of aforeign power” broadly, see note 33, infra, quoting, 50 U.S.C. 1801.

22 “(a) Except as provided in subsection (b), thistitle and the amendments made by thistitle
(other than sections 203(a)[sharing grand jury information], 203(c)[procedures for sharing
grand jury information], 205 [FBI trandators], 208 [seizure of stored voice-mail],
210[subpoenasfor communications provider customer records], 211 accessto cable company
communication service records|, 213[sneak and peek], 216[pen register and trap and trace
device amendments], 221[trade sanctions|, and 222[ assistance to law enforcement], and the
amendments made by those sections) shall cease to have effect on December 31, 2005.

“(b) With respect to any particular foreign intelligence investigation that began before
the date on which the provisions referred to in subsection (a) cease to have effect, or with
respect to any particular offense or potential offense that began or occurred before the date
on which such provisions cease to have effect, such provisions shall continue in effect,”
section 224.

The sections which expire are: 201 and 202 (adding certain terrorism crimes to the
predicate list for Title 111), 293(b)(sharing Title 111 information with foreign intelligence
officers), 204 (clarifying theforeign intelligence exception to the law enforcement pen register
and trap and trace device provisions), 206 (roving foreign intelligence surveillance), 207
(duration of foreign intelligence surveillance orders and extensions), 209 (treatment of voice
mail as e-mail rather than as telephone conversation), 212 (service provider disclosuresin
emergency cases), 214 (authority for pen registers and trap and trace devices in foreign
intelligence cases), 215 (production of tangible items in foreign intelligence investigations),
217 (intercepting computer trespassers communications), 218 (foreign intelligence
surveillance when foreign intelligence gathering is “a significant” reason rather than “the”
reason for the surveillance), 219 (nationwide terrorism search warrants), 220 (nationwide
communication records and stored e-mail search warrants), 223 (civil liability and
administrative discipline for violations of Title 111, chapter 121, and certain foreign
intelligence prohibitions), and 225 (immunity for foreign intelligence surveillance ass stance).
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121 (e-mail and communicationsrecords), or chapter 206 (pen registersand trap and
trace devices).? Victimsof offenses under Title I11 and chapter 121 (but not chapter
206) were entitled to damages (punitive damages in some cases) and reasonable
attorneys fees,* but could not recover against the United States.”® Chapter 121 alone
insisted upon an investigation into whether disciplinary action ought to betaken when
federa officers or employees were found to have intentionaly violated its
proscriptions, 18 U.S.C. 2707.

The Act augments these sanctions by authorizing a claim against the United
States for not less than $10,000 and costs for violations of Title 111, chapter 121, or
theForeignIntelligence Surveillance Act (FISA), by federal officials, and emphasizing
the prospect of administrative discipline for offending federal officias, section 223.

Findly, the Act instructs the Department of Justice's Inspector General to
designate an officia to recelve and review complaints of civil liberties violations by
DoJ officers and employees, section 1001.

The second category of protective measures applies to service providers and
others who help authorities track and gather communications information. For
example, section 815 immunizes service providers who in good faith preserve
customer records at the government's request until a court order authorizing access
can be obtained.?® Another allows providersto disclose customer records to protect
the provider's rights and property and to disclose stored customer communications
and records in emergency circumstances, section 212. Under pre-existing law
providers could disclose the content of stored communications but not customer
records. The Justice Department recommended the changesin theinterestsof greater
protection against cybercrimes committed by terrorists and others.?” A third section,

2318 U.S.C. 2511, 2701, and 3121 (2000 ed.), respectively.
2418 U.S.C. 2520 and 2707 (2000 ed.).

% Spock v. United States, 464 F.Supp. 510, 514 n.2 (S.D.N.Y. 1978); Asmar v. IRS, 680
F.Supp. 248, 250 (E.D.Mich. 1987).

% Prior law aready granted service providersimmunity for disclosure of customer recordsin
compliance with a court access order, 18 U.S.C. 2703(f).

21 “Exigting law contains no provision that allows providers of eectronic communications
service to disclose the communications (or records relating to such communications) of their
customers or subscribers in emergencies that threaten death or serious bodily injury. This
section amends 18 U.S.C. 82702 to authorize such disclosures if the provider reasonably
believesthat an emergency involving immediate danger of death or serious physical injury to
any person requires disclosure of the information without delay.

“Current law also contains an odd disconnect: a provider may disclose the contents of
the customer'scommunicationsin order to protect itsrightsor property but the current statute
does not expressly permit a provider to voluntarily disclose non-content records (such as a
subscriber's login records). 18 U.S.C. 2702(b)(5). This problem substantially hinders the
ability of providersto protect themselves from cyber-terrorists and criminals. Y et the right
to disclose the contents of communications necessarily implies the less intrusive ability to
disclose non-content records. In order to promote the protection of our nation's critical
infrastructures, this section's amendments alow communications providers to voluntarily
disclose both content and non-content records to protect their computer systems,” DoJ at
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section 222 promises reasonabl e compensation for service providers and anyone else
who help law enforcement install or apply pen registers or trap and trace devices,®
but makes it clear that nothing in the Act is intended to expand communications
providers obligationto makemodificationsintheir systemsin order to accommodate
law enforcement needs.”®

Foreign Intelligence Investigations

Although both crimind investigations and foreign intelligence investigations are
conducted in the United States, crimina investigations seek information about
unlawful activity; foreign intelligence investigations seek information about other
countries and their citizens. Foreign intelligenceisnot limited to criminal, hostile, or
even governmenta activity. Simply being foreign is enough.®

Restrictions on intelligence gathering within the United States mirror American
abhorrence of the creation of a secret police, coupled with memories of intelligence
gathering practices during the Vietham conflict which some felt threatened to chill
robust public debate. Y et there is no absolute ban on foreign intelligence gathering
in the United States. Congress enacted the Foreign Intelligence Surveillance Act
(FISA),* something of a Title I11 for foreign intelligence wiretapping conducted in
this country, after the Supreme Court made it clear that the President's authority to
see to national security was insufficient to excuse warrantless wiretapping of
suspected terrorists who had no identifiable foreign connections, United States v.
United States District Court, 407 U.S. 297 (1972). FISA later grew to include
procedures for physica searchesin foreign intelligence cases, 50 U.S.C. 1821-1829,
for pen register and trap and trace orders, 50 U.S.C. 1841-1846, and for access to
records from businesses engaged in car rental's, motel accommodations, and storage

§110.

% Chapter 206 had long guaranteed providersand othersreasonable compensation, 18 U.S.C.
3124(c), but section 216 of the Act expands the circumstances under which the authorities
may request assistance including requests for the help of those not specifically mentioned in
the court order. Section 222 makes it clear the expanded obligation to provide assistance is
matched by a corresponding right to compensation.

% Thus in the name of assisting in the execution of Title 111, chapter 121, or chapter 206
order, the courts may not cite the Act asthe basisfor an order compelling a service provider
to make system modifications or provide any other technical assistance not aready required
under 18 U.S.C. 2518(4), 2706, or 3124(c), see, H.R.Rep.No. 107-236, at 62-3 (2001)
(emphasis added) (“This Act is not intended to affect obligations under Communications
Assistance for Law Enforcement Act [which addresses law enforcement-beneficial system
modifications and the compensation to be paid for the changes]|, nor does the act impose any
additional technical obligation or requirement on a provider of wire or electronic
communication service or other person to furnish facilities or technical assistance’).

% E.g., As amended by section 902 of the Act, “‘foreign intelligence’ means information
relating to the capabilities, intentions, or activities of foreign governmentsor e ementsthereof,
foreign organizations, or foreign persons, or international terrorist activities,” 50 U.S.C.
401a(2)(language added by the Act initalics).

%50 U.S.C. 1801 et seq.
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lockers, 50 U.S.C. 1861-1863 (2000 ed.). Intelligence authorities gained narrow
passages through other privacy barriers as well.*

In many instances, access was limited to information related to the activities of
foreign governments or their agentsin this country, not smply relating to something
foreign here. FISA, for example, is directed at foreign governments, international
terrorists, and their agents, spies and saboteurs.® There were and still are extra

*E.g., 18 U.S.C. 2709 (counterintelligence access to telephonetoll and transaction records),
12 U.S.C. 3414 (right to financial privacy), 15 U.S.C. 1681u(fair credit reporting).

¥ “ Asused in this subchapter: (a) ‘ Foreign power’ means— (1) aforeign government or any
component thereof, whether or not recognized by the United States; (2) a faction of aforeign
nation or nations, not substantially composed of United States persons; (3) an entity that is
openly acknowledged by a foreign government or governments to be directed and controlled
by such foreign government or governments; (4) a group engaged in international terrorism
or activities in preparation therefor; (5) a foreign-based political organization, not
substantially composed of United States persons; or (6) an entity that is directed and
controlled by aforeign government or governments.

“(b) *Agent of a foreign power’ means — (1) any person other than a United States
person, who — (A) actsin the United States as an officer or employee of aforeign power, or
as amember of aforeign power as defined in subsection (a)(4) of this section; (B) acts for or
on behalf of aforeign power which engagesin clandestine intelligence activitiesin the United
States contrary to the interests of the United States, when the circumstances of such person's
presence in the United States indicate that such person may engage in such activities in the
United States, or when such person knowingly aids or abets any person in the conduct of such
activities or knowingly conspires with any person to engage in such activities; or (2) any
person who — (A) knowingly engagesin clandestine intelligence gathering activitiesfor or on
behalf of aforeign power, which activities involve or may involve aviolation of the criminal
statutes of the United States; (B) pursuant to the direction of an intelligence service or network
of aforeign power, knowingly engages in any other clandestine intelligence activities for or
on behalf of such foreign power, which activities involve or are about to involve aviolation
of the crimina statutes of the United States;(C) knowingly engages in sabotage or
international terrorism, or activitiesthat are in preparation therefor, or on behalf of aforeign
power; (D) knowingly enters the United States under a false or fraudulent identity for or on
behaf of a foreign power or, while in the United States, knowingly assumes a false or
fraudulent identity for or on behalf of a foreign power; or (E) knowingly aids or abets any
person in the conduct of activities described in subparagraph (A), (B), or (C) or knowingly
conspireswith any person to engage in activities described in subparagraph (A), (B), or (C).

“(c) ‘International terrorism’ means activities that — (1) involve violent acts or acts
dangerousto human lifethat are aviolation of the criminal laws of the United States or of any
State, or that would be a criminal violation if committed within the jurisdiction of the United
States or any State; (2) appear to be intended — (A) to intimidate or coerce a civilian
population; (B) to influence the policy of a government by intimidation or coercion; or (C) to
affect the conduct of agovernment by nation or kidnaping; and (3) occur totally outside
the United States, or transcend national boundaries in terms of the means by which they are
accomplished, the personsthey appear intended to coerce or intimidate, or thelocaleinwhich
their perpetrators operate or seek asylum.

“(d) *Sabotage’ means activities that involve a violation of chapter 105 of Title 18, or
that would involve such aviolation if committed against the United States.

“(e) ‘foreign intelligence information’ means — (1) information that relates to, and if
concerning a United States person is necessary to, the ability of the United States to protect
against — (A) actual or potential attack or other grave hogtile acts of a foreign power or an
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safeguards if it appears that an intelligence investigation may generate information
about Americans (“United States persons,” i.e., citizens or permanent resident
aliens).** The procedures tend to operate under judicial supervision and tend to be
confidentia as a matter of law, prudence, and practice.

The Act eases some of the restrictions on foreign intelligence gathering within
the United States, and affords the U.S. intelligence community greater access to
information unearthed during a criminal investigation, but it also establishes and
expands safeguards againgt official abuse. More specificaly, it:

* permits “roving” surveillance (court orders omitting the identification of the
particular instrument, facilities, or place where the surveillanceisto occur when
the court finds the target is likely to thwart identification with particularity)

* increases the number of judges on the FISA court from 7 to 11

« dlows application for a FISA surveillance or search order when gathering
foreign intelligence is a significant reason for the application rather than the
reason

* authorizes pen register and trap & trace device orders for e-mail as well as
telephone conversations

* sanctions court ordered access to any tangible item rather than only business
records held by lodging, car rental, and locker rental businesses

* carries a sunset provision

 establishes a clam against the U.S. for certain communications privacy
violations by government personnel

* expands the prohibition against FISA orders based solely on an American’s
exercise of hisor her First Amendment rights.

agent of aforeign power; (B) sabotage or internationa terrorism by a foreign power or an
agent of aforeign power; or (C) clandestine intelligence activities by an intelligence service
or network of aforeign power or by an agent of a foreign power; or (2) information with
respect to aforeign power or foreign territory that relatesto, andif concerning aUnited States
person is necessary to — (A) the national defense or the security of the United States; or (B)
the conduct of the foreign affairs of the United States,” 50 U.S.C. 1801.

% Strictly speaking for FISA purposes, a United States person “ means acitizen of the United
States, an aien lawfully admitted for permanent residence (as defined in section 1101(a)(20)
of Title 8), an unincorporated association a substantial number of members of which are
citizens of the United States or aliens lawfully admitted for permanent residence, or a
corporation which isincorporated in the United States, but does not include a corporation or
an association which is a foreign power, as defined in subsection (8)(1), (2), or (3) of this
section,” 50 U.S.C. 1801(i).
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FISA. FISA isinessence aseriesof proceduresavailableto secure court orders
incertain foreignintelligencecases.® It operatesthrough thejudges of aspecial court
which prior to the Act consisted of seven judges, scattered throughout the country,
two of whom were from the Washington, D.C. area. The Act, in section 208,
authorizes the appointment of four additional judgesand requiresthat three members
of the court reside within twenty miles of the District of Columbia, 50 U.S.C.
1803(a).

Search and Surveillance for Intelligence Purposes. Unlessdirected at
aforeign power, the maximum duration for FISA surveillance orders and extensions
was once ninety days and forty-five days for physical search orders and extensions,
50 U.S.C. 1805(e), 1824(d)(2000 ed.). The Act, in section 207, extends the
maximum tenure of physical search orders to ninety days and in the case of both
surveillance orders and physical search orders extends the maximum life of an order
involving an agent of aforeign power to 120 days, with extensionsfor up to a year,
50 U.S.C. 1805(e), 1824(d). This represents a compromise over the Justice
Department's original proposal which would have set the required expiration date for
orders at one year instead of 120 days, Draft at §151.%

Section 901 of the Act address a concern raised during the 106th Congress
relating to the availability of the FISA orders and the effective use of information
gleaned from the execution of a FISA order.*” It vests the Director of Central

* For agenera discussion of FISA prior to enactment of the Act, see, Bazan, The Foreign
Intelligence Surveillance Act: An Overview of the Statutory Framework for Electronic
Surveillance, CRSREP.NO. RL30465 (Sept. 18, 2001).

% See also, DoJ at 8151, “This section reforms a critical aspect of the Foreign Intelligence
Surveillance Act (FISA). It will enable the Foreign Intelligence Surveillance Court (FISC),
which presides over applications made by the U.S. government under FISA, to authorize the
search and surveillance in the U.S. of officers and employees of foreign powers and foreign
members of international terrorist groups for up to ayear. Currently, the FISC may only
authorize such searches and surveillance for up to 45 days and 90 days, respectively. The
proposed change would bring the authorization period in linewith that allowed for search and
surveillance of theforeign establishmentsfor which the foreign officers and employeeswork.
The proposed change would have no effect on electronic surveillance of U.S. citizens or
permanent resident aiens.”

Section 314 of the Intelligence Authorization Act for Fiscal Year 2002 (Intelligence
Authorization Act), P.L. 107-108, 115 Stat. 1394, 1402 (2001), further amended some of the
time limits relating to FISA surveillance and physical searches, extending from 24 hours to
72 hours: (a) the time period during which agents might disseminate or use information
secured pursuant to a FISA survelllance or search order but otherwise protected from
dissemination or use by the order’s minimization requirements; and (b) the permissible
duration of emergency surveillance or searches after which surveillance or the search must
stop or aFISA order application filed (50 U.S.C. 1801(h)(4), 1821(4)(D), 1805(f), 1824(e)).

3 See e.g., SRep.No. 106-352, at 3, 6, 7 (2000)(“ The Office of Intelligence Policy and
Review (OIPR) inthe Department of Justiceisresponsiblefor advising the Attorney Genera
on mattersrelating to the national security of the United States. As part of itsresponsibilities,
the OIPR prepares and presents to the Foreign Intelligence Surveillance Court (FISC) all
applications for electronic surveillance and physical searches under the Foreign Intelligence
Surveillance Act . . . . Agencies have informed the Committee that the FISA application
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Intelligencewith theresponsibility to formulate requirementsand prioritiesfor theuse
of FISA to collect foreign intelligence information. He is also charged with the
responsibility of assisting the Attorney General in the efficient and effective
dissemination of FISA generated information (50 U.S.C. 403-3(c)).

Pen Registers and Trap and Trace Devices for Intelligence
Gathering. Section 214 grantstherequest of the Department of Justice by dropping
requirements which limited FISA pen register and trap and trace device orders to
facilities used by foreign agents or those engaged in international terrorist or
clandestineintelligence activities, 50 U.S.C. 1842(c)(3)(2000 ed.).® Itisenough that
theorder issought aspart of aninvestigationto protect against international terrorism
or clandestine intelligence activities and is not motivated solely by an American’'s
exerciseof hisor her First Amendment rights. Elsewhere (section 505), the Act drops
asmilar limitation for intelligence officials access to telephone records, 18 U.S.C.

process, as interpreted by the OIPR isadministratively burdensome and, at times, extremely
slow. Many applications undergo months of scrutiny before submission to the court because
the OIPR prescribes standards and restrictions not imposed by the statute. . . . In particular,
the OIPR has been criticized for an overly restrictive interpretation of the FISA ‘currency’
requirement. Thisistheissue of how recent a subject’s activities must beto support afinding
of probable cause that the subject is engaged in clandestine intelligence gathering activities.
.. .While existing law doesnot specifically address " past activities," it does not preclude, and
legidative history supports, the conclusion that past activities may be part of the totality of
circumstances considered by the FISC in making a probable cause determination. . . . By
definition, information collected pursuant to a court order issued under the Foreign
Intelligence Surveillance Act is foreign intelligence not law enforcement information.
Accordingly, the Committee wants to clarify that the FISA “take' can and must be shared by
theFederal Bureau of Investigation with appropriateintelligence agencies. For theintelligence
mission of the United Statesto be successful, there must be a cooperative and concerted effort
among intelligence agencies. Any information collected by one agency under foreign
intelligenceauthoritiesthat could assist another agency in executing its lawful mission should
be shared fully and promptly. Only then can the United States Government pursue
aggressively important national security targets including, for example, counterterrorist and
counternarcotics targets’); see also, 147 Cong.Rec. S799-803 (daily ed. Feb. 24,
2000)(remarks of Sens. Specter, Torricelli and Biden).

% “When added to FISA two years ago, the pen register/trap and trace section was intended
to mirror the criminal pen/trap authority defined in 18 U.S.C. §83123. The FISA authority
differs from the criminal authority in that it requires, in addition to a showing of relevance,
an additional factual showing that the communications device has been used to contact an
‘agent of a foreign power’ engaged in international terrorism or clandestine intelligence
activities. This has the effect of making the FISA pen/trap authority much more difficult to
obtain. In fact, the process of obtaining FISA pen/trap authority is only dightly less
burdensome than the process for obtaining full electronic surveillance authority under FISA.
Thisstandsin stark contrast to the criminal pen/trap authority, which can be obtained quickly
from alocal court, on the basis of acertification that theinformation to be obtained isrelevant
to an ongoing investigation. The amendment smply eiminatesthe ‘ agent of aforeign power’
prong from the predication, and thus makesthe FI SA authority moreclosely track thecriminal
authority,” DoJ at 8155.
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2709(b), and under the Right to Financial Privacy Act, 12 U.S.C. 3414(a)(5)(A), as
well asthe Fair Credit Reporting Act, 15 U.S.C. 1681u.*

Section 214 adjusts the language of the FISA pen register-trap and trace
authority to permit its use to capture source and destination information relating to
electronic communications (e.g., email) as well as telephone communications, 50
U.S.C. 1842(d). The section makesit clear that requestsfor aFI SA pen register-trap
andtraceorder, likerequestsfor other FISA orders, directed against Americans(U.S.
persons) may not be based solely on activities protected by the First Amendment, 50
U.S.C. 1842, 1843.

Third Party Cooperation and Tangible Evidence. Asinthecase
of criminal investigations, the Act has several sections designed to encourage third
party cooperation andto immunizethird partiesfrom civil liability for their assistance.
FISA orders may include instructions directing specificaly identified third partiesto
assist in the execution of the order, 50 U.S.C. 1805(c)(2)(B). The Act permits
inclusion of ageneral directivefor assistance when thetarget's activitiesare designed
to prevent more specific identification, section 206, and immunizes in 50 U.S.C.
1805(h), those who provide such assistance, section 225.%

% Except inthe case of certain credit information, these are not court procedures, but written
requests for third party records which would otherwise to be entitled to confidentiality.
Section 505, in response to the Justice Department's suggestion, allows FBI field offices to
make the requests, see DoJ at 8157 (“At the present time, National Security Letter (NSL)
authority exists in three separate statutes: the Electronic Communications Privacy Act (for
telephone and electronic communications records), the Financial Right to Privacy Act (for
financial records), and the Fair Credit Reporting Act (for credit records). Likethe FISA pen
register/trap and trace authority described above, NSL authority requires both a showing of
relevance and a showing of links to an ‘agent of aforeign power.” In this respect, they are
substantially more demanding than the analogous criminal authorities, which require only a
certification of relevance. Because the NSLs require documentation of the facts supporting
the ‘agent of a foreign power’ predicate and because they require the signature of a high-
ranking official at FBI headquarters, they often take months to beissued. Thisisin stark
contrast to criminal subpoenas, which can be used to obtain the same information, and are
issued rapidly at the local level. In many cases, counterintelligence and counterterrorism
investigations suffer substantial delayswhilewaiting for NSLsto be prepared, returned from
headquarters, and served. The section would streamline the process of obtaining NSL
authority, and also clarify the FISA Court can issue orders compelling production of
consumer reports’).

“0\When it requested the amendment, the Department of Justice explained that the “ provision
expands the obligations of third parties to furnish assistance to the government under FISA.
Under current FISA provisions, the government can seek information and assistance from
common carriers, landlords, custodians and other persons specified in court-ordered
surveillance. Section 152 would amend FISA to expand existing authority to alow, ‘in
circumstances where the Court finds that the actions of thetarget of the application may have
the effect of thwarting theidentification of aspecified person that acommon carrier, landlord,
custodian or other persons not specified in the Court's order be required to furnish the
applicant information and technical assi stance necessary to accomplish el ectronic surveillance
in a manner that will protect its secrecy and produce a minimum of interference with the
services that such person is providing to the target of electronic surveillance.” This would
enhance the FBI's ability to monitor international terrorists and intelligence officers who are
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Prior to the Act, FISA alowed federal intelligence officersto seek acourt order
for accessto certain car rental, storage, and hotel accommodation records, 50 U.S.C.
1861 to 1863 (2000 ed.). The Justice Department asked that the authority be
replaced with permission to issue administrative subpoenas for any tangible item
regardless of the business (if any) of the custodian.** The Act amendsthe provisions,
preserving the court order requirement. Yet it allows the procedure to be used in
foreignintelligenceinvestigations, conducted to protect against international terrorism
or clandestine intelligence activities,* in order to seize any tangible item regardless
of who isin possession of theitem, and continuesin placethe immunity for good faith
compliance by third party custodians, section 215.

In arelated provision, Section 358 amends the —

* purposes section of the Currency and Foreign Transaction Reporting Act (31
U.S.C. 5311);

* suspicious activities reporting requirements section of that Act (31 U.S.C.
5318(9)(4)(B);

» availability of records section of that Act (31 U.S.C. 5319);

* purposes section of the Bank Secrecy Act (12 U.S.C. 1829h(a);

* the Secretary of the Treasury’s authority over uninsured banks and other
financia institutions under that Act (12 U.S.C. 1953(a);

* access provisions of the Right to Financia Privacy Act (12 U.S.C. 3412(2)(a),
3414(a)(1), 3420(a)(2); and

* access provisions of the Fair Credit Reporting Act (15 U.S.C. 1681u, 1681v;

trained to thwart surveillance by rapidly changing hotel accommodations, cell phones, Internet
accounts, etc., just prior to important meetings or communications. Under the current law,
the government would have to return to the FISA Court for an order that named the new
carrier, landlord, etc., before effecting surveillance. Under the proposed amendment, the FBI
could simply present the newly discovered carrier, landlord, custodian or other person with
ageneric order issued by the Court and could then effect FI SA coverageas soon astechnically
feasible,” DoJ at 152.

Section 314 of the Intelligence Authorization Act immunizes those who assist in the
execution of either a FISA surveillance or physical search order (50 U.S.C. 1805(i)), 115
Stat. 1402.

“ “The ‘business records’ section of FISA (50 U.S.C. §8 1861 and 1862) requires aformal
pleading to the Court and the signature of a FISA judge (or magistrate). In practice, this
makes the authority unavailable for most investigative contexts. The time and difficulty
involved in getting such pleadings before the Court usually outweighs the importance of the
business records sought. Since its enactment, the authority has been sought less than five
times. Thissectionwould deletethe old authority and replaceit with agenera ‘ administrative
subpoena authority for documentsand records. Thisauthority, modeled ontheadministrative
subpoena authority available to drug investigators pursuant to Title 21, alows the Attorney
General to compel production of such records upon afinding that theinformationisrelevant,”
DoJ at §156.

2 Section 314 of the Intelligence Authorization Act further amended the section to permit
orders relating to investigations “to obtain foreign intelligence information not concerning a
United States person” in addition to those conducted to protect against terrorism and
clandestine activities, 50 U.S.C. 1861(a)(1).
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to clarify and authorize access of federal intelligence authorities to the reports and
information gathered and protected under those Acts.*®

Access to Law Enforcement Information. Shortly after September
11, sources within both Congress and the Administration stressed the need for law
enforcement and intelligence agencies to more effectively share information about
terrorists and their activities. On September 14, the Senate Select Committee on
Intelligence observed that, “effective sharing of information between and among the
various components of the government-wide effort to combat terrorists is also
essential, and is presently hindered by cultural, bureaucratic, resource, training and,
in some cases, lega obstacles,” H.R.Rep.No. 107-63, at 10 (2001). The Justice
Department’ s consultation draft of September 20 offered three sections which would
have greatly expanded the intelligence community's access to information collected
as part of a crimina investigation. First, it suggested that information generated
through the execution of a Title Il order might be shared in connection with the
duties of any executive branch official, Draft at §103.*

* H.R.Rep.No. 107-205, at 60-1 (2001)(“ This section clarifiesthe authority of the Secretary
of the Treasury to share Bank Secrecy Act information with the intelligence community for
intelligence or counterintelligence activities related to domestic or internationa terrorism.
Under current law, the Secretary may share BSA information with theintelligence community
for the purpose of investigating and prosecuting terrorism. This section would makeclear that
the intelligence community may use this information for purposes unrelated to law
enforcement.

“The provision would al so expand a Right to Financial Privacy Act (RFPA) exemption,
currently applicableto law enforcement inquiries, to alow an agency or department to share
relevant financia records with another agency or department involved in intelligence or
counterintelligence activities, investigations, or analyses related to domestic or international
terrorism. The section would aso exempt from most provisions of the RFPA a government
authority engaged in investigations of or analyses related to domestic or international
terrorism. This section would al so authorize the sharing of financial records obtained through
a Federal grand jury subpoenawhen relevant to intelligence or counterintelligence activities,
investigations, or analyses related to domestic or international terrorism. In each case, the
transferring governmental entity must certify that thereis reason to believe that the financia
records are relevant to such an activity, investigation, or anaysis.

“Finally, thissectionfacilitatesgovernment accessto information contai ned in suspected
terrorists’ credit reports when the governmental inquiry relates to an investigation of, or
intelligence activity or analysis relating to, domestic or international terrorism. Even though
private entities such as lenders and insurers can access an individual's credit history, the
government is strictly limited in its ability under current law to obtain the information. This
section would permit those investigating suspected terrorists prompt accessto credit histories
that may revea key information about the terrorist’s plan or source of funding--without
notifying thetarget. To obtain theinformation, the governmental authority must certify to the
credit bureau that theinformationisnecessary to conduct aterrorisminvestigation or analysis.
The amendment would also create a safe harbor from liability for credit bureaus acting in
good faith that comply with a government agency's request for information”).

4 See also, DoJ at 8103, “This section facilities the disclosure of Title 11 information to
other components of the intelligence community in terrorism investigations. At present, 18
U.S.C. 82517(1) generally allowsinformation obtained viawiretap to bedisclosed only to the
extent that it will assist a crimina investigation. One must obtain a court order to disclose
Title 11l information in non-criminal proceedings. Section 109 [103] would modify the
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Second, it recommended a change in Rule 6(€e) of the Federal Rules of Criminal
Procedure that would alow disclosure of grand jury materia to intelligence officials,
Draft at §354.%

Third, it proposed eimination of al constraints on sharing foreign intelligence
information uncovered during alaw enforcement investigation, mentioning by name
the constraints in Rule 6(€) and Title |11, Draft at §154.%

The Act combines versions of dl three in section 203. Perhaps because of the
nature of the federal grand jury, resolution of the grand jury provision proved
especialy difficult. The federal grand jury isan exceptional institution. Its purpose
isto determineif acrime has been committed, and if so by whom; to indict the guilty;
and to refuse to indict the innocent. Its probes may begin without probable cause or
any other threshold of suspicion.*’ It examines witnesses and evidence ordinarily
secured in its name and questioned before it by Justice Department prosecutors. Its

wiretap statutes to permit the disclosure of Title I11-generated information to a non-law
enforcement officer for such purposes as furthering an intelligence investigation. This will
harmonize Title 11 standards with those of the Foreign Intelligence Surveillance Act (FISA),
which allows such information-sharing. Allowing disclosure under Title 111 is particularly
appropriate given that the requirements for obtaining a Title 111 surveillance order in genera
are more stringent than for aFISA order, and becausethe attendant privacy concernsin either
situation are similar and are adequately protected by existing statutory provisions.”

% See also, DoJ at §354, “This section makes changes in Rule 6(e) of the Federal Rules of
Criminal Procedure, relatingto grandjury secrecy, tofacilitate the sharing of informationwith
federal law enforcement, intelligence, protective, nationa defense, and immigration personnel
interrorism and national security cases. The section isin part complimentary to section 154
of thehill, relatingto sharing of foreignintelligenceinformation, and reflectsasimilar purpose
of promoting a coordinated governmental response to terrorist and national security threats.”
Contrary to the implication here section 154 deals with sharing information gathered by law
enforcement officials not with information gathered by intelligence officers

“6 See also, DoJ at §154, “ This section providesthat foreignintelligenceinformation obtai ned
in criminal investigations, including grand jury and electronic surveillance information, may
be shared with other federal government personnel having responsibilities relating to the
defense of the nation and itsinterests. With limited exceptions, it is presently impossible for
criminal investigators to share information obtained through a grand jury (including through
the use of grand jury subpoenas) and information obtained from electronic surveillance
authorized under Title I11 with the intelligence community. This limitation will be very
significant insomecriminal investigations. For example, grand jury subpoenas often are used
to obtain telephone, computer, financial and other business records in organized crime
investigations. Thus, these relatively basic investigative materials are inaccessible for
examination by intelligence community analysts working on related transnational organized
crime groups. A similar problem occurs in computer intrusion investigations: grand jury
subpoenas and Title I11 intercepts are used to collect transactional data and to monitor the
unknown intruders. The intelligence community will have an equal interest in such
information, because the intruder may be acting on behalf of aforeign power.”

4" Blair v. United States, 250 U.S. 273, 281 (1919)(thegrand jury “isagrand inquest, abody
with powers of investigation and inquisition, the scope of whose inquiriesis not to be limited
narrowly by questions of propriety or forecasts of whether any particular individual will be
found properly subject to an accusation of crime”).
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affairs are conducted in private and outside the presence of the court. Only the
attorney for the government, witnesses under examination, and a court reporter may
attend its proceedings, F.R.Crim.P. 6(d). Mattersoccurring beforethegrandjury are
secret and may be disclosed by the attending attorney for the government and those
assisting the grand jury only in the performance of their duties; in presentation to a
successor grand jury; or under court order for judicial proceedings, for inquiry into
misconduct beforethe grandjury, or for state criminal proceedings, F.R.Crim.P. 6(e).

The Act, in section 203(a), alows disclosure of matters occurring before the
grand jury to “any federa law enforcement, intelligence, protective, immigration,
national defense, or national security” officer to assist in the performance of his
official duties, F.R.Crim.P. 6(€)(3)(C)(i)(V).*®

Critics may protest that the change could lead to the use of the grand jury for
intelligence gathering purposes, or less euphemigtically, to spy on Americans.® The
proposal was never among those scheduled to sunset, but earlier versions of the
section followed the path used for most other disclosures of grand jury material: prior

“ These officers may receive: (1) “foreign intelligence information” that is, information
regardless whether it involves Americans or foreign nationals that “[a] relates to the ability
of the United States to protect against — (aa) actual or potential attack or other grave hostile
acts of a foreign power or an agent of a foreign power; (bb) sabotage or international
terrorism by a foreign power or an agent of a foreign power; (cc) clandestine intelligence
activities by an intelligence service or network of aforeign power;” or [b] “with respect to a
foreign power or foreign territory that relates to — (aa) the national defense or security of the
United States; or (bb) the conduct of the foreign affairs of the United States,” F.R.Crim.P.
6(e)(3)(C)(iv); (2) when the matters involve foreign intelligence or counterintelligence, that
is, [a] “information relating to the capabilities, intentions, or activities of foreign governments
or elements thereof, foreign organizations, or foreign persons, or international terrorist
activities” or [b] “information gathered and activities conducted, to protect agai nst espionage,
other intelligence activities, sabotage, or assassinations conducted on behalf of foreign
governments or e ements thereof, foreign organizations, or foreign persons, or international
terrorist activities,” 50 U.S.C. 401a(2),(3)(language added by section 902 of the Act in
italics).

* Beale & Felman, The Consequences of Enlisting Federal Grand Juries in the War on
Terrorism: Assessing the USA PATRIOT Act’s Changes to Grand Jury Secrecy, 25
HARVARD JOURNAL OF LAW & PuBLIC PoLIcy 699, 719-20 (2002)(“ There is a significant
danger that the rule permitting disclosure will be treated as the de facto authorization of an
expansion of the grand jury’ sinvestigative role to encompass seeking material relevant only
to matters of national security, national defense, immigration, and so forth. Thegrand jury’s
awesome powers should not be unwittingly extended to a much wider range of issues. . .

Since the grand jury operates in secret, there are no public checks on the scope of its
investigations, and witnesses are not permitted to chalenge its jurisdiction. Only the
supervising court isin aposition to keep the grand jury’ sinvestigation within proper bounds.
Requiring judicial approval of foreign intelligence and counterintelligence information
disclosureswould provide anatural check against the temptation to manipulate the grand jury
to develop information for unauthorized purposes’); but see, Scheidegger et al., Federalist
Society White Paper on The USA PATRIOT Act of 2001: Criminal Procedure Sections 6
(Nov. 2001)(“ Thegrand jury secrecy ruleisaruleof policy which hasawayshad exceptions,
and it has been frequently modified. The secrecy rule has no credible claim to constitutional
stature™).
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court approval, H.R.Rep.No. 107- 236, at 73 (2001). The Act, in section 203(a),
instead calls for confidentia notification of the court that a disclosure has occurred
and the entity to whom it was made, F.R.Crim.P. 6(e)(3)(C)(iii). It also insists that
the Attorney General establish implementing procedures for instances when the
disclosure “identifies” Americans (U.S. persons), section 203(c).

Law enforcement officials may share Title Il information with the intelligence
community under the same conditions, section 203(b),* although the grand jury and
Title 111 sharing provisionsdiffer in at least three important respects. The court need
not be notified of Title 111 disclosures. On the other hand, the authority for sharing
Title 111 information expires on December 31, 2005, section 224, and agencies and
their personnel guilty of intentional improper disclosuresmay be subjectto aclamfor
damages and disciplinary action, 18 U.S.C. 2520.

The third subsection of section 203 remains something of an enigma. It speaks
in much the same language asits counterparts. It allows law enforcement officialsto
share information with the intelligence community, “notwithstanding any other
provisions of law,” section 203(d).>* It either swallows the other subsections, or
supplements them. Several factors argue for its classification as a supplement.
Congress is unlikely to have crafted subsections (@), (b) and (c) only to completely

% |nformation derived from aTitle 111 interception may be shared with any other federal law
enforcement, intelligence, protective, immigration, national defense, or national security
officer if it regards: (1) “foreign intelligenceinformation” that is, information irrespective of
whether it involves Americansor foreign nationalsthat “[A] relatesto the ability of the United
States to protect against — (i) actual or potential attack or other grave hostile acts of aforeign
power or an agent of a foreign power; (ii) sabotage or international terrorism by a foreign
power or an agent of aforeign power; (iii) clandestine intelligence activities by an intelligence
service or network of aforeign power;” or [B] “with respect to a foreign power or foreign
territory that relates to — (i) the national defense or security of the United States; or (ii) the
conduct of the foreign affairs of the United States;” (2) when the matters involve foreign
intelligence or counterintelligence as defined by 50 U.S.C. 401a (as amended by section 902
of theAct), i.e., “AsusedinthisAct: (1) Theterm ‘intelligence’ includesforeign intelligence
and counterintelligence. (2) The term ‘foreign intelligence’ meansinformation relating to the
capabilities, intentions, or activities of foreign governments or elements thereof, foreign
organizations, or foreign persons, or international terrorist activities. (3) The term
‘counterintelligence’ means information gathered and activities conducted, to protect against
espionage, other intelligence activities, sabotage, or assassinations conducted by or on behal f
of foreign governments or elements thereof, foreign organizations, or foreign persons, or
international terrorist activities’ (language added by section 902 in italics).

°1 “Notwithstanding any other provision of law, it shall be lawful for foreign intelligence or
counterintelligence (as defined in section 3 of the National Security Act of 1947 (50 U.S.C.
) or foreignintelligenceinformation obtained as part of acriminal investigation to bedisclosed
to any federal law enforcement, intelligence, protective, immigration, national defense, or
national security official in order to assist the official receiving that information in the
performance of hisofficial duties. Any federal official who receivesinformation pursuant to
this provison may use that information only as necessary in the conduct of that person's
official dutiessubject to any limitations on the unauthorized disclosure of such information,”
§203(d)(1). Thesubsectiongoesto define“foreignintelligenceinformation” inthesameterms
used to define that phrase in Title 1Il (18 U.S.C. 2510(19)) and in Rule
6(e)(F.R.Crim.P.6(e)(3)(C)(iv)), §203(d)(2).
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nullify them in subsection (d). Without a clear indication to the contrary, the courts
are unlikely to find that Congress intended nullification.>* By gathering thethreeinto
asinglesection Congress avoided the suggestion that the phrase* notwithstanding any
other provision of law” constitutes surplusage. The Title 11l and grand jury sharing
procedures are not in other provisions of law, they are now subsections of the same
provision of law. Moreover, Congress seemed to signal an intent for the subsections
to operateintandem whenit dropped the language of the original Justice Department
proposal which expressly identified Title 11l and Rule 6(e) as examples of the
restrictions to be overcome by the universal sharing language.>

Section 203 deals with earlier legal impediments to sharing foreign intelligence
information unearthed during the course of a criminal investigation. Section 905
looksto dissolve the barriers may be more cultural than legal. Under it, the Attorney
Generdl is to issue guidelines governing the transmittal to the Director of Central
Intelligence of foreign intelligenceinformation that surfacesinthe courseof acriminal
investigation. The section also instructs the Attorney General to promulgate
guidelines covering reports to the Director of Centra Intelligence on whether a
crimina investigation has been initiated or declined based on an intelligence
community referral, 50 U.S.C. 403-5b. To ensure effective use of increased
information sharing, section 908 callsfor training of federal, state and local officials
to enable them to recognize foreign intelligence information which they encounter in
their work and how to useit in the performance of their duties, 28 U.S.C. 509 note.

Increasing Institutional Capacity. Asnoted elsewhere, the Act liberalizes
authority for the FBI to hire trangators, section 203, which enhances its capacity to
conduct both crimina and foreign intelligence investigations. The Act also reflects
sentiments expressed earlier concerning coordinated efforts to develop a

2 Duncan v. Walker, 121 S.Ct. 2120, 2125 (2001)(internal quotation marks and parallel
citations omitted)(“It is our duty to give effect, if possible, to every clause and word of a
statute. United States v. Menasche, 348 U.S. 528, 538-539 (1955) (quoting Montclair v.
Ramsdell, 107 U.S. 147, 152 (1883)); seealsoWilliamsv. Taylor, 529 U.S. 362, 404 (2000)
(describing thisruleasacardinal principleof statutory construction); Market Co. v. Hoffman,
101 U.S. 112, 115 (1879)(As early as in Bacon's Abridgment, sect. 2, it was said that a
statute ought, upon the whole, to be so construed that, if it can be prevented, no clause,
sentence, or word shall be superfluous, void, or insignificant). We are thus reluctant to treat
statutory terms as surplusage in any setting. Babbitt v. Sweet Home Chapter, Communities
for Great Ore., 515 U.S. 687, 698 (1995); see aso Ratzlaf v. United States, 510 U.S. 135,
140 (1994)").

It isnot possibleto concludethat Congressintended theuniversal subsection (d) to apply
until sunset and the grand jury and Title 111 subsections (a), (b), and (c) to operate thereafter,
because the Title 111 subsection expires at the same time as the universal subsection.

* Draft at §154, “Notwithstanding any other provision of law, it shall be lawful for foreign
intelligence information obtained as part of a criminal investigation (including, without
limitation, information subject to Rule 6(€) of the Federal Rules of Criminal Procedure and
information obtained pursuant to chapter 119 of title 18, United States Code [i.e. Title I11])
to be provided to any federal law enforcement, intelligence, protective, or national defense
personndl, or any federal personnel responsible for administering theimmigration laws of the
United States, or to the President and the Vice President of the United States.”
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computerized trandation capability to be used in foreign intelligence gathering.>
Section 907 instructsthe Director of the Central Intelligence, in consultation with the
Director of the FBI, to report on the creation of a Nationa Virtual Trangdlation
Center. The report is to include information concerning staffing, alocation of
resources, compatibility with comparable systems to be used for law enforcement
purposes, and features which permit its efficient and secure use by al of the
intelligence agencies.

Money Laundering

In federal law, money laundering is the flow of cash or other valuables derived
from, or intended to facilitate, the commission of a crimina offense. It is the
movement of the fruits and instruments of crime. Federal authorities attack money
laundering through regulations, international cooperation, crimina sanctions, and
forfeiture.® The Act bolsters federal effortsin each area.

Regulation. Prior to passageof theAct, the Treasury Department already
enjoyed considerable authority to impose reporting and record-keeping standards on
financia institutions generally and with respect to anti-money laundering mattersin
particular.*®

* “The Committee is concerned that intelligence in general, and intelligence related to
terrorismin particular, isincreasingly reliant on the ability of the Intelligence Community to
quickly, accurately and efficiently translateinformation inalarge number of languages. Many
of the languages for which trandation capabilities are limited within the United States
Government are the languages that are of critical importance in our counterterrorism efforts.
The Committee believes that this problem can be dleviated by applying cutting-edge,
internet-liketechnology to createa‘ National Virtual Trand ation Center.” Such acenter would
link secure locations maintained by the Intelligence Community throughout the country and
would apply digital technology to network, store, retrieve, and catal ogue the audio and textual
information. Foreign intelligence could be collected technically in one location, trandated in
a second location, and provided to an Intelligence Community analyst in athird location.

“The Committee notes that the CIA, FBI NSA and other intelligence agencies have
applied new technology to this problem. The Committee believes that these efforts should be
coordinated so that the solution can be applied on a Community-wide basis. Accordingly, the
Committee directsthe Director of Central Intelligence, in consultation with the Director of the
FBI, and other heads of departments and agencies within the Intelligence Community, to
prepare and submit to the intelligence committees by June 1, 2002, a report concerning the
feasibility and structure of aNational Virtual Trandation Center, including recommendations
regarding the establishment of such a center and the funding necessary to do so,” S.Rep.No.
107-63, at 11 (2001).

% For abrief overview, see, Murphy, Money Laundering: Current Law and Proposals, CRS
ReEP.NO. RS21032 (DEc. 21, 2001).

% Seee.g,, 12 U.S.C. 1829 (retention or records by insured depository ingtitutions), 1951-
1959 (record-keeping by financial institutions); 31 U.S.C. 5311 (“It is the purpose of this
subchapter [31 U.S.C. 5311 et seq.] (except section 5315 [relating to foreign current
transaction reports]) to require certain reports or records where they have a high degree of
usefulnessin criminal, tax, or regulatory investigations or proceedings’).
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Records and Reports. For instance, under the Currency and Financial
Transaction Reporting Act, a component of the Bank Secrecy Act, anyone who
transports more than $10,000 into or out of the United States must report that fact
to the Treasury Department, 31 U.S.C. 5316. Banks, credit unions, and certain other
financia institutions must likewise report identifying information relating to cash
transactions in excess of $10,000 to the Treasury Department (CTRs), 31 U.S.C.
5313, 31 C.F.R. 8103.22. Other businesses are required to report to the Internal
Revenue Service the particulars relating to any transaction involving more than
$10,000incash, 26 U.S.C. 60501. Banksmust file suspiciousactivity reports (SARS)
withthe Treasury Department'sFinancia CrimesEnforcement Network (FinCEN) for
any transactionsinvolving more than $5,000 which they suspect may be derived from
illega activity, 31 U.S.C. 5318(g), 31 C.F.R. 8103.18. Money transmission
businesses and those that deal intraveler's checksor money ordersare under asimilar
obligation for suspicious activities involving more than $2,000, 31 U.S.C. 5318(qg),
31 C.F.R. 8103.18.

Among other things, the Act expands the authority of the Secretary of the
Treasury over these reporting requirements. He is to promulgate regulations,
pursuant to sections 356 and 321, under which securities brokersand dealersaswell
as commodity merchants, advisors and pool operators must file suspicious activity
reports, 31 U.S.C. 5318 note; 31 U.S.C. 5312(2)(c)(1). Businesseswhich wereonly
to report cash transactionsinvolving more than $10,000 to the IRS are now required
to files SARs as well,*’ reflecting Congress' view that the information provided the
IRS may be valuable for other law enforcement purposes.® Thisconcernislikewise

" Section 365, 31 U.S.C. 5331; Sec. 321, 31 U.S.C. 5312.

% H.R.Rep.No. 107-250, at 38-9 (2001)(“Most importantly, the Committee found significant
shortcomings in the use of information already in possession of the government. Section
60501 of the Internal Revenue Code requires that any person engaged in atrade or business
(other than financia institutions required to report under the Bank Secrecy Act) file areport
with the Federa government on cash transactionsin excess of $10,000. Reportsfiled pursuant
to this requirement provide law enforcement authorities with a paper trail that can, among
other things, lead to the detection and prosecution of money laundering activity.

“Under current law, non-financial ingtitutions are required to report cash transactions
exceeding $10,000 to the Internal Revenue Service (IRS) on IRS Form 8300. Because the
requirement that such reports be filed is contained in the Internal Revenue Code, Form 8300
information is considered tax return information, and is subject to the procedural and
record-keeping requirements of section 6103 of the Internal Revenue Code. For example,
section 6103(p)(4)(E) requires agencies seeking Form 8300 information to file a report with
the Secretary of the Treasury that describes the procedures established and utilized by the
agency for ensuring the confidentidity of the information. IRS requires that agencies
requesting Form 8300 information file a ‘ Safeguard Procedures Report’ which must be
approved by the IRS before any such information can be released. For that reason, Federal,
State and local law enforcement agencies are not given access to the Form 8300s as Congress
anticipated when it last amended this statute. See 26 U.S.C. 6103(1)(15).

“While the IRS uses Form 8300 to identify individuals who may be engaged in tax
evasion, Form 8300 information can also be instrumental in helping law enforcement
authorities trace cash payments by drug traffickers and other criminals for luxury cars,
jewelry, and other expensive merchandise. Because of the restrictions on their dissemination
outlined above, however, Form 8300s are not nearly as accessible to law enforcement
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reflected in section 357 which asks the Secretary of the Treasury to report on the
Internal Revenue Service's role in the administration of the Currency and Foreign
Transaction Reporting Act (31 U.S.C. 5311 et seq.), and what transfers of authority,
if any, are appropriate.

Sections 351 and 355 address the liability for disclosure of suspicious activity
reports (SARS). Prior to the Act, federal law prohibited financia institutionsand their
officers and employees from tipping off any of the participants in a suspicious
transaction, 31 U.S.C. 5318(g)(2)(2000 ed.). Federal law, however, immunized the
institutions and their officersand employeesfrom liability for filing the reportsand for
faling to disclose that they had done so, 31 U.S.C. 5318(g)(3)(2000 ed.). Section
351 makes changes in both the immunity and the proscription. It adds government
officidswho have accessto the reportsto the anti-tip ban, 31 U.S.C. 5318(g)(2)(A).
It allows, but does not require, institutions to reveal SAR information in the context
of employment references to other financid institutions, 31 U.S.C. 5318(g)(2)(B).
Findly, it makes clear that the immunity does not extend to immunity from
governmental action.® Section 355 expands the immunity to cover disclosures in

authorities as the various reports mandated by the Bank Secrecy Act, which can typically be
retrieved eectronically from a database maintained by the Treasury Department. The
differential accessto the two kinds of reports is made anomalous by the fact that Form 8300
elicits much the same information that is required to be disclosed by the Bank Secrecy Act.
For example, just as Form 8300 seeks the name, address, and socia security number of a
customer who engages in a cash transaction exceeding $10,000 with a trade or business,
Currency Transaction Reports (CTRs) mandated by the Bank Secrecy Act require the same
information to be reported on a cash transaction exceeding $10,000 between a financia
institution and its customer”).

% “Subsection (a) of section [351] makes certain technical and clarifying amendmentsto 31
U.S.C. 5318(g)(3), the Bank Secrecy Act’s ‘safe harbor’ provision that protects financial
institutions that disclose possible violations of law or regulation from civil liability for
reporting their suspicions and for not alerting those identified in the reports. The safe harbor
is directed at Suspicious Activity Reports and similar reports to the government and
regulatory authorities under the Bank Secrecy Act.

“First, section [351](a) amends section 5318(g)(3) to make clear that the safe harbor
from civil liability appliesin arbitration, as well as judicial, proceedings. Second, it amends
section 5318(g)(3) to clarify the safe harbor's coverage of voluntary disclosures (that is, those
not covered by the SAR regulatory reporting requirement). The language in section
5318(g)(3)(A) providing that ‘any financial institution that * * * makes a disclosure pursuant
to* * * any other authority * * * shall not beliableto any person’ is not intended to avoid the
application of the reporting and disclosure provisions of the Federal securities lawsto any
person, or to insulate any issuersfrom private rights of actionsfor disclosures made under the
Federal securities laws.

“Subsection [351](b) amends section 5318(g)(2) of title 31--which currently prohibits
notification of any person involved in atransaction reported in a SAR that a SAR has been
filed--to clarify (1) that any government officer or employeewho learnsthat a SAR has been
filed may not disclose that fact to any person identified in the SAR, except as necessary to
fulfill the officer or employee'sofficial duties, and (2) that disclosure by afinancial institution
of potential wrongdoing in a written employment reference provided in response to a request
from another financial institution pursuant to section 18(v) of the Federal Deposit Insurance
Act, or in awritten termination notice or employment reference provided in accordance with
the rules of a securities self-regulatory organization, is not prohibited ssimply because the
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employment references to other insured depository financia institutions provided
disclosure is not done with malicious intent.*

TheFinancia Crimes Enforcement Network (FinCEN), acomponent withinthe
Treasury Department long responsiblefor these anti-money laundering reporting and
record-keeping requirements, 31 C.F.R. pt. 103, wasadministratively created in 1990
to provide other government agencieswith an “intelligence and analytical network in
support of the detection, investigation, and prosecution of domestic and international
money laundering and other financia crimes,” 55 Fed.Reg. 18433 (May 2, 1990).

The Act, in section 361, makes FiNCEN a creature of statute, a bureau within
the Treasury Department, 31 U.S.C. 310. Section 362 charges it with the
respons bility of establishing ahighly secure network to allow financia institutionsto
filerequired reports e ectronically and to permit FinCEN to providethoseinstitutions
with alerts and other information concerning money laundering protective measures,
31 U.S.C. 310 note.

Special Measures. In extraordinary circumstances involving international
financial matters, the Act grants the Secretary of the Treasury, in consultation with
other appropriate regulatory authorities, the power to issue regulations and orders
involving additiona required “specid measures’ and additiona “due diligence”
requirementsto combat money laundering. The special measure authority, available
under section 311, comes to life with the determination that particular institutions,
jurisdictions, types of accounts, or types of transactions pose a primary money

potential wrongdoing was aso reported in a SAR,” H.R.Rep.No. 107-250, at 66 (2001).

€ 31 U.S.C. 1828(w). “This section deals with the same employment reference issue
addressed in section [351] but with respect totitle 12. Occasionally banks devel op suspicions
that abank officer or employee has engaged in potentially unlawful activity. These suspicions
typically result in the bank filing a SAR. Under present law, however, the ability of banks to
sharethese suspicionsinwritten employment referenceswith other bankswhen such an officer
or employee seeks new employment is unclear. Section 208 would amend 12 U.S.C. 1828 to
permit a bank, upon request by another bank, to share information in a written employment
reference concerning the possible involvement of a current or former officer or employeein
potentially unlawful activity without fear of civil liability for sharing theinformation, but only
to the extent that the disclosure does not contain information which the bank knows to be
false, and the bank has not acted with malice or with recklessdisregard for thetruth in making
the disclosure,” H.R.Rep.No. 107-250, at 67 (2001).
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laundering concern.®* These specia measures may require U.S. financial ingtitutions
to:

* maintain more extensive records and submit additional reports relating to
participants in foreign financia transactions with which they are involved

* secure beneficial ownership information with respect to accounts maintained
for foreign customers

» adhere to “know-your-customer” requirements concerning foreign customers
who use* payable-through accounts” held by the U.S. entity for foreign financial
institutions

* keep identification records on foreign financid institutions’ customers whose
transactions are routed through the foreign financia institution’ s correspondent
accounts with the U.S. financia ingtitution

* honor limitationson correspondent or payabl e-through accounts maintained for
foreign financia institutions.®

6131 U.S.C. 5318A. The circumstances considered in the case of a suspect jurisdiction are:
evidence of organized crime or terrorist transactions there; the extent to which the
jurisdiction’ sbank secrecy or other regulatory practices encourageforeign use; the extent and
effectiveness of the jurisdiction’ s banking regulation; the volume of financial transactionsin
relation to the size of the jurisdiction’s economy; whether international watch dog groups
(such as the Financial Action Task Force) have identified the jurisdiction as an offshore
banking or secrecy haven; the existence or absence of amutual legal assistancetreaty between
the U.S. and thejurisdiction; and the extent of official corruption withinthejurisdiction. The
institutional circumstances weighed before imposing specia measures with respect to
particular ingtitutions or types of accounts or transactions include the intent to which the
suspect ingtitution or types of accounts or transactions are particularly attractive to money
launderers, the extent to which they can be used by legitimate businesses, and the extent to
which focused measures are likely to be successful.

62 The House report describes these measures in greater detail: “ Section [311] adds a new
section 5318A to the Bank Secrecy Act, authorizing the Secretary of the Treasury to require
domestic financid institutions and agencies to take one or more of five ‘special measures’ if
the Secretary finds that reasonable grounds exist to conclude that a foreign jurisdiction, a
financia institution operating outside the United States, a class of international transactions,
or one or more types of accountsisa ' primary money laundering concern.” Prior to invoking
any of the special measures contained in section 5318A (b), the Secretary isrequired to consult
with the Chairman of the Board of Governors of the Federal Reserve System, any other
appropriate Federal banking agency, the Securities and Exchange Commission, the National
Credit Union Administration Board, and, in the sole discretion of the Secretary, such other
agencies and interested parties as the Secretary may find to be appropriate. Among other
things, this consultation isdesigned to ensure that the Secretary possesses information on the
effect that any parti cul ar special measure may have onthe domestic and international banking
system. Inaddition, the Committeeencouragesthe Secretary to consult with non-governmental
‘interested parties,” including, for example, the Bank Secrecy Act Advisory Group, to obtain
input from those who may be subject to a regulation or order under this section.

“Prior to invoking any of thespecial measures contained in section 5318A, the Secretary
must consider three discretefactors, namely (1) whether other countriesor multilateral groups
havetaken similar action; (2) whether theimposition of the measurewould createasignificant
competitive disadvantage, including any significant cost or burden associated with
compliance, for firms organized or licensed in the United States; and (3) the extent to which
the action would have an adverse systemic impact on the payment system or legitimate
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business transactions.

“Finally, subsection (a) makes clear that this new authority is not to be construed as
superseding or restricting any other authority of the Secretary or any other agency.

“Subsection (b) of the new section 5318A outlines the five ‘special measures the
Secretary may invoke against aforeign jurisdiction, financial institution operating outside the
U.S,, class of transaction within, or involving, ajurisdiction outside the U.S., or one or more
types of accounts, that he finds to be of primary money laundering concern.

“Thefirst such measurewould requiredomestic financial institutionsto maintain records
and/or file reports on certain transactions involving the primary money laundering concern,
to include any information the Secretary requires, such as the identity and address of
participantsinatransaction, thelegal capacity inwhich the participant isacting, thebeneficia
ownership of the funds (in accordance with steps that the Secretary determines to be
reasonable and practicable to obtain such information), and a description of the transaction.
Therecordsand/or reportsauthorized by this section must involvetransactionsfromaforeign
jurisdiction, afinancial institution operating outsidethe United States, or classof international
transactionswithin, or involving, aforeignjurisdiction, and are not toincludetransactionsthat
both originate and terminate in, and only involve, domestic financia institutions.

“The second special measure would require domestic financia ingtitutions to take such
steps as the Secretary determines to be reasonable and practicable to ascertain beneficial
ownership of accounts opened or maintained in the U.S. by a foreign person (excluding
publicly traded foreign corporations) associated with what has been determined to be a
primary money laundering concern.

“The third special measure the Secretary could impose in the case of a primary money
laundering concern would require domestic financial ingtitutions, as a condition of opening or
maintaining a ‘ payable-through account’ for aforeign financia institution, to identify each
customer (and representative of the customer) who is permitted to use or whose transactions
flow through such an account, and to obtain for each customer (and representative)
information that is substantially comparable to the information it would obtain with respect
to its own customers. A ‘ payable-through account’ is defined for purposes of the legidation
as an account, including a transaction account (as defined in section 19(b)(1)(C) of the
Federal Reserve Act), opened at a depository institution by a foreign financial institution by
means of whichtheforeignfinancial institution permitsits customersto engage, either directly
or through a sub-account, in banking activities usual in connection with the business of
banking in the United States.

“Thefourth special measure the Secretary could impose in the case of a primary money
laundering concern would require domestic financia ingtitutions, as a condition of opening or
maintaining a ‘ correspondent’ account for a foreign financia institution, to identify each
customer (and representative of the customer) who is permitted to use or whose transactions
flow through such an account, and to obtain for each customer (and representative)
information that is substantially comparable to the information that it would obtain with
respect to its own customers. With respect to a bank, the term ‘ correspondent account’ means
an account established to receive deposits from and make payments on behaf of a foreign
financial institution.

“The fifth measure the Secretary could impose in the case of a primary money
laundering concern would prohibit or impose conditions (beyond those already provided for
in the third and fourth measures) on domestic financial institutions correspondent or
payable-through accounts with foreign banking institutions. In addition to the required
consultation with the Chairman of the Board of Governors of the Federal Reserve, prior to
imposing thismeasure the Secretary isalso directed to consult with the Secretary of State and
the Attorney General.

“The five special measures authorized by this section may be imposed in any sequence
or combination as the Secretary determines. Thefirst four special measures may be imposed
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Due Diligence. Section 312 demandsthat all U.S. financial institutions have
policies, procedures, and controls in place to identify instances where their
correspondent and private banking accounts with foreign individuals and entities
might be used for money laundering purposes, 31 U.S.C. 5318(i). They must
establish enhanced due diligence standards for correspondent accounts held for
offshore banking institutions (whose licenses prohibit them from conducting financia
activities in the jurisdiction in which they are licensed) or institutions in money
laundering jurisdictionsdesignated by the Secretary of the Treasury or by international
watch dog groups such as the Financia Action Task Force. The standards must at
least involvereasonable effortsto identify the ownership of foreign institutionswhich
are not publicly held; closely monitor the accountsfor money laundering activity; and
to hold any foreign bank, for whom the U.S. institution has a correspondent account,
to the same standardswith respect to other correspondent accounts maintained by the
foreign bank. In the case of private banking accounts of $1 million or more, U.S.
financia institutions must keep records of the owners of the accounts and the source
of funds deposited in the accounts. They must report suspicious transactions and,
when the accounts are held for foreign officias, guard against transactionsinvolving
foreign official corruption.®

by regulation, order, or otherwise as permitted by law. However, if the Secretary proceeds by
issuing an order, the order must be accompanied by a notice of proposed rulemaking relating
totheimposition of the special measure, and may not remainin effect for morethan 120 days,
except pursuant to a regulation prescribed on or before the end of the 120-day period. The
fifth special measure may be imposed only by regulation,” H.R.Rep.No. 107-250, at 68-9.

& See generally, H.R.Rep.No. 107-250, at 71-2 (“Section [312] amends 31 U.S.C. 5318 to
require financia institutions that establish, maintain, administer, or manage private banking
or correspondent accountsfor non-U.S. personsto establish appropriate, specific, and, where
necessary, enhanced due diligence policies, procedures, and controls to detect and report
instances of money laundering through those accounts.

“The section requires financia institutions to apply enhanced due diligence procedures
when opening or maintaining a correspondent account for aforeign bank operating (1) under
a license to conduct banking activities which, as a condition of the license, prohibits the
licensed entity from conducting banking activities with the citizens of, or with the local
currency of, the country which issued the license; or (2) under a license issued by aforeign
country that has been designated (a) as non-cooperative with international anti-money
laundering principles by an intergovernmental group or organization of which the United
States is a member, with which designation the Secretary of the Treasury concurs, or (b) by
the Secretary as warranting special measures due to money laundering concerns.

“The enhanced due diligence procedures include (1) ascertaining the identity of each of
the owners of the foreign bank (except for banks that are publicly traded); (2) conducting
enhanced scrutiny of the correspondent account to guard against money laundering and report
any suspiciousactivity; and (3) ascertaining whether the foreign bank provides correspondent
accountsto other foreign banks and, if so, the identity of those foreign banks and related due
diligence information.

“For private banking accounts requested or maintained by a non-United States person,
afinancial ingtitution is required to implement proceduresfor (1) ascertaining the identity of
the nomina and beneficial owners of, and the source of funds deposited into, the account as
needed to guard against money laundering and report suspicious activity; and (2) conducting
enhanced scrutiny of any such account requested or maintained by, or on behalf of, a senior
foreign political figure, or his immediate family members or close associates, to prevent,
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General Regulatory Matters. The Act establishes several other regulatory
mechanisms directed at the activitiesinvolving U.S. financial institutions and foreign
individuals or institutions. Section 313, for instance, in another restriction on
correspondent accounts for foreign financid institutions, prohibits U.S. financid
institutions from maintaining correspondent accounts either directly or indirectly for
foreign shell banks (banks with no physica place of business®) which have no
affiliation with any financid institution through which their banking activities are
subject to regulatory supervision.®

TheAct, insection 325, empowers the Secretary of the Treasury to promulgate
regulationsto prevent financia institutions from allowing their customersto conceal
their financia activitiesby taking advantage of theinstitutions’ concentration account
practices.®

The Secretary of the Treasury isinstructed in section 326 to issueregulationsfor
financiad ingtitutions' minimum new customer identification standards and record-

detect and report transactions that may involve the proceeds of foreign corruption. A private
bank account is defined as an account (or any combination of accounts) that requires a
minimum aggregate deposit of funds or other assets of not lessthan $1 million; is established
on behaf of oneor moreindividualswho have adirect or beneficial ownership in the account;
andisassigned to, or administered or managed by, an officer, employee or agent of afinancial
institution acting as a liaison between theinstitution and the direct or beneficial owner of the
account.

“This section directsthe Secretary of the Treasury, within 6 monthsof enactment of this
bill and in consultation with appropriate Federal functional regulators, to further define and
clarify, by regulation, the requirements imposed by this section”).

& Or more exactly, a bank which has no physical presence in any country; a “physical
presence’ for a foreign bank is defined as “a place of businessthat — (i) is maintained by a
foreign bank; (ii) islocated at a fixed address (other than solely an electronic address) in a
country in which the foreign bank is authorized to conduct banking activities, at which
location the foreign bank — (I) employs 1 or more individuals on a full-time basis; and (11)
mai ntains operating records relating to its banking activities; and (iii) is subject to inspection
by the banking authority which licensed the foreign bank to conduct banking activities,” 31
U.S.C. 5318(j)(4).

% 31 U.S.C. 5318(j); H.R.Rep.No. 107-250, at 72 (2001).

 The Act does not define “concentration accounts,” although the House Financial Services
Committeereport providessomeinciteinto thesection’ sintent, H.R.Rep.No. 107-250, at 72-3
(2001)(“ This section gives the Secretary of the Treasury discretionary authority to prescribe
regulations governing the maintenance of concentration accounts by financia institutions, to
ensure that these accounts are not used to prevent association of the identity of an individua
customer with the movement of funds of which the customer isthe direct or beneficial owner.
If promulgated, the regulations are required to prohibit financial institutions from allowing
clients to direct transactions into, out of, or through the concentration accounts of the
institution; prohibit financia institutionsand their employeesfrominforming customersof the
existence of, or means of identifying, the concentration accounts of the ingtitution; and to
establish written procedures governing the documentation of all transactions involving a
concentration account.”)
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keeping and to recommend a meansto effectively verify the identification of foreign
customers.®’

67 31 U.S.C. 5318(l); H.R.Rep.No. 107-250, at 62-3 (2001)(“ Section [326](a) amends 31
U.S.C. 5318 by adding a new subsection governing the identification of account holders.
Paragraph (1) directs Treasury to prescribe regulations setting forth minimum standards for
customer identification by financial institutionsin connection with the opening of an account.
By referencing ‘customers in this section, the Committee intends that the regulations
prescribed by Treasury take an approach similar to that of regulations promul gated under title
V of the Gramm-Leach-Bliley Act of 1999, where the functional regulators defined
‘customers’ and‘ customer relationship’ for purposesof thefinancial privacy rules. Under this
approach, for example, where a mutual fund sells its shares to the public through a
broker-dealer and maintainsa‘ street name or omnibus account in the broker-ded er's name,
the individual purchasers of the fund shares are customers of the broker-dealer, rather than
the mutual fund. The mutual fund would not be required to ‘look through’ the broker-dealer
to identify and verify the identities of those customers. Similarly, where a mutual fund sells
itssharesto aqualified retirement plan, the plan, and not its participants, would be the fund's
customers. Thus, the fund would not be required to ‘look through’ the plan to identify its
participants.

“Paragraph (2) requires that the regulations must, at a minimum, require financial
institutions to implement procedures to verify (to the extent reasonable and practicable) the
identity of any person seeking to open an account, maintain records of the information used
to do so, and consult applicable lists of known or suspected terrorists or terrorist
organizations. Thelists of known or suspected terrorists that the Committeeintendsfinancial
institutions to consult are those aready supplied to financia ingtitutions by the Office of
Foreign Asset Control (OFAC), and occasionaly by law enforcement and regulatory
authorities, as in the days immediately following the September 11, 2001, attacks on the
World Trade Center and the Pentagon. It is the Committee's intent that the verification
procedures prescribed by Treasury make use of information currently obtained by most
financial institutions in the account opening process. It is not the Committee's intent for the
regulationsto require verification procedures that are prohibitively expensive or impractical.

“Paragraph (3) requiresthat Treasury consider the varioustypes of accounts maintained
by various financial ingtitutions, the various methods of opening accounts, and the various
types of identifying information available in promulgating its regul ations. Thiswould require
Treasury to consider, for example, the feasibility of obtaining particular types of information
for accounts opened through the mail, eectronicaly, or in other situations where the
accounthol der isnot physicaly present at thefinancia institution. Millionsof Americansopen
accounts at mutual funds, broker-dealers, and other financia institutionsin thismanner; itis
not the Committee's intent that the regulations adopted pursuant to this legislation impose
burdens that would make this prohibitively expensive or impractical. This provision allows
Treasury to adopt regulations that are appropriately tailored to these types of accounts.

“Current regul atory guidanceinstructsdepository institutionsto makereasonabl e efforts
to determine the true identity of all customers requesting an ingtitution's services. (See, eg.,
FDIC Division of Supervison Manual of Exam Policies, section 9.4 VI.) The Committee
intendsthat the regul ations prescribed under this section adopt asimilar approach, and impose
requirements appropriate to the size, location, and type of business of an institution.

“Paragraph (4) requiresthat Treasury consult with the appropriate functional regulator
in developing the regulations. This will help ensure that the regulations are appropriately
tailored to the business practices of various types of financia institutions, and the risks that
such practices may pose.

“Paragraph (5) gives each functional regulator the authority to exempt, by regulation
or order, any financial institution or type of account from the regulations prescribed under

paragraph (1).
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Federal regulatory authorities must approve the merger of various financial
ingtitutions under the Bank Holding Company Act, 12 U.S.C. 1842, and the Federa
Deposit Insurance Act, 12 U.S.C. 1828. Section 327 requires consideration of an
ingtitution’s anti-money laundering record when such mergers are proposed, 12
U.S.C. 1842(c)(6), 1828(c)(11).

Section 314 directs the Secretary of the Treasury to promulgate regulationsin
order to encourage financia ingtitutions and law enforcement agencies to share
information concerning suspected money laundering andterrorist activities, 31 U.S.C.
5311 note.

Section 319(b) requires U.S. financial institutionsto respond to bank regulatory
authorities' requests for anti-money laundering records (within 120 hours) and to
Justice or Treasury Department subpoenas or summons for records concerning
foreign deposits (within 7 days), 31 U.S.C. 5318(k). Section 319 aso callsfor civil
penalties of up to $10,000 aday for financia institutionswho havefailed to terminate
correspondent accountswith foreigninstitutionsthat haveignored Treasury or Justice
Department subpoenas or summons, 31 U.S.C. 5318(k)(3).

Section 352 directs the Secretary of the Treasury to promulgate regulations, in
consultation with other appropriate regulatory authorities, requiring financia
ingtitutions to maintain anti-money laundering programs which must include at least
a compliance officer; an employee training program; the development of internal
policies, procedures and controls; and an independent audit feature.®®

Section 359 subjects money transmittersto the regulations and requirements of
the Currency and Foreign Transactions Reporting Act (31 U.S.C. 5311 et seq.) and
directs the Secretary of the Treasury to report on the need for additional legidation
relating to domestic and international underground banking systems.

Federal law obligates the Administration to develop a national strategy for
combating money laundering and related financia crimes, 31 U.S.C. 5341. Section
354 ingsts that the strategy contain data relating to the funding of international
terrorism and efforts to prevent, detect, and prosecute such funding, 31 U.S.C.
5341(b)(12).

Section 364 authorizes the Board of Governors of the Federal Reserve to hire
guards to protect members of the Board, as well as the Board's property and
personnel and that of any Federal Reserve bank. The guards may carry firearms and
make arrests, 12 U.S.C. 248(Qq).

Reports to Congress. Section 366 instructs the Secretary of the Treasury
to report on methods of improving the compliance of financia institutions with the
currency transaction reporting requirements and on the possibility of expanding

“Paragraph (6) requires that Treasury's regulations prescribed under paragraph (1)
become effective within one year after enactment of this bill”).

% 31 U.S.C. 5318(h); H.R.Rep.No. 107-250, at 72 (2001).
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exemptionsto the requirements with an eye to improving the quality of dataavailable
for law enforcement purposes and reducing the number of unnecessary filings.®

