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(U) Scope

(U//FOUQO) DHS and the FBI are providing tlaissessment for general terrorism-related
awareness. lItis intended to alert lkemforcement personnel, first responders, and
Homeland security personnel about technigae®rists can use to make improvised
explosive initiators.

(U) Key Findings

(U//FOUO) Government controls for safegnd security instituted over the past

several years are making the procurementoafimmercial or military initiation devices

to detonate explosives more difficultncidents in the United States and abroad

indicate that terrorists and other criminalare instead improvising initiators. These
improvised initiators are easy to assemble and can be made from commonly available
materials.

(U//FOUO) DHS and the FBI lack specific iformation that domestic or international
terrorists intend to use explosive devicag;luding those with improvised initiators,
against specific Homeland targets. Even, law enforcement officials and Homeland
security personnel should be aware of wmventional methods that terrorists could use
to initiate explosives. Recognizing improvised detonators could be a key in preventing
an attack.

(U) Warning: This document is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO). It contains information that may be exempt from public release under the
Freedom of Information Act (5 U.S.C. 552). lItis to be controlled, stored, handled, transmitted, distributed, and disposed of in accordance with DHS policy relating to
FOUO information and is not to be released to the public, the media, or other personnel who do not have a valid need-to-know without prior approval of an authorized
DHS official. State and local homeland security officials may share this document with authorized security personnel without further approval from DHS.
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(U) Improvised Initiation Devices

(U//FOUOQ) Strict laws and licensing regements in the United States, the United
Kingdom, and several other countries requégulation of the storage and sale of
commercial and military blasting caps, making it difficult for terrorists and other
criminals to obtain them. Therefore, theseugps have resorted to improvising initiators.

— (U//FOUQO) The July 2005 London subway bombers used homemade
peroxide-based explosivesdreate improvised initiators.

— (U//FOUQ) In July 2006 ahbrities found improvised indtors at a Texas City,
Texas apartment complex in which explosion occurred. An improvised
initiator also was used in a December 2003 bombing of a California
biotechnology company. The FBIlirs/estigating these incidents.

(U//FOUO) With increasing frequency direcgt®for synthesis of triacetone triperoxide
(TATP) and other homemade explosivesntdude proper safety protocols, can be
obtained from Internet sites. Many of thasitiation devices have been described in
terrorist handbooks and can be made by a ndkace readily available materials. Some
of the devices discussed in recentdgst literature arelescribed below.

(U//FOUO) An improvised initiator thatas posted on a terrorist-affiliated,
Arabic-language website describes a methiogalsing ground-up match heads, containing
sulfur and potassium chlorate, to iniéa primary explosive—TATP—which then
detonates a larger main charge of picric acid.

(U//[FOUOQO) Figure 1 depicts
improvised detonators
displayed on a terrorist
website. The secondary
explosive is packed in the
bottom of the plastic tube,
followed by the primary
explosive. After the
explosives are loaded, a
sulfur and potassium chlorat¢g
mixture is added. A light
bulb filament, connected to
electrical wires and a power
source, is used to ignite the
sulfur and potassium chlorate
mixture, thereby initiating UNCLASSIFIED
the detonation of the primary
and secondary explosives.

(U) Figure 1: Tubes filled with explosives to be used as
detonators.
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(U//[FOUOQO) Figure 2, also posted
on a terrorist-affiliated, 4
Arabic-language website, '
illustrates two versions of basic
improvised electric blasting caps. ,
The top version uses two wires e i
connected with tungsten filament Tungsten filament vire
wire surrounded by a mixture of Duct lape

sugar and mercury fulminate. The
bottom version uses the base of 8 Ordinary
small light bulb, filament, and
mercury fulminate. In both cases,
the mercury fulminate sets off the
primary explosive—lead azide—
which, in turn, detonates the
insensitive secondary explosive
cyclotrimethylenetrinitramine
(RDX). Both devices are insulateg UNCLASSIFIED

with d_UCt tape and require an . (U) Figure 2: Improvised electric blasting caps.
electrical power source to function.
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(U) Figure 3: Miniature bulb improvised detonator.

(U//FOUOQO) Figure 3 illustrates another method for making homemade initiators, which
also was retrieved from an online terrorist focuThe head of a small light bulb, such as
those commonly used in decorations, is cut off and the base filled with incendiary
materials such as potassium chlorate andrsubfae bulb head then can be reattached
with adhesive. Attached #obattery or other power supptipjs device can be used to
initiate a primary explosive such as TATP.
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(U) Commercial Initiation Devices

(U//[FOUO) The energyequired to detonate
explosive materials varies. Primary
explosives—such as lead azide—are sensitive
to friction, heat, and shock; are easy to
detonate; and thus require little initiation
energy. Secondary explosives, such as
dynamite and trinitrotoluene (TNT), are
difficult to detonate and require more energy.
An initiator is used to detonate the more
sensitive primary explosive, which, in turn,
detonates a less sensitive secondary explosive.
The secondary explosive is the main charge,
responsible for the majority of the explosive
power.

(U//FOUQO) The initiator, also known as a
blasting cap or detonator shown in Figure 4,
historically was believed to be the most critical
component for constructing an improvised
explosive device. A blasting cap is a small
explosive device containing primary explosives
that is used to detonate larger quantities of
less sensitive secondary explosives. Blasting
caps are used in commercial mining

and demolition and in military applications.

UNCLASSIFIED

(U) Figure 4: Common electrical detonators.

(U) Outlook

(U//FOUO) Law enforcement officials amtbmeland security personnel need to be
aware that terrorists and criminals may ns¢ commercial, offhe-shelf components
such as blasting caps in their explosiva@s. Improvised explosive initiation devices
are limited only by the resources and inmagjon of the bomber. Recognizing the
designs and the materials used to castimprovised initiators can help law
enforcement personnel identéxplosives-related activity.

(U) Reporting Notice:

(U) DHS and the FBI encourage recipients of this document to report information concerning ssigpicio
criminal activity to the local FBI Joint Terrorism Takkrce and the National @mtion Center (NOC).

The FBI regional phone numbers can be found erdirnhttp://www.fbi.gov/contact/fo/fo.htm, and the

NOC can be reached by telephone at 202-282-9685 or by e-mail at NOC.Fusion@dhs.gov. For information
affecting the private sector and critical infrastuwet contact the National Infrastructure Coordinating

Center (NICC), a sub-element oethNOC. The NICC can be reachedtblephone at 202-282-9201 or by

e-mail at NICC@dhs.gov. When available, eachntefdomitted should include the date, time, location,

type of activity, number of people and type of equipment used for the activity, the name of the submitting
company or organization, andlasignated point of contact.

(U) For comments or questions related to the content or dissemination of this document pteastheo
DHS/I&A Production Management staff at IA.PM@hq.dhs.gov.

(U) Tracked by: TERR-050300-01-05
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